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Introduction

INTRODUCTION

This Bank Secrecy Act/Anti-Money Laundering Examination Manual for Money Services
Businesses provides guidance to examiners for performing Bank Secrecy Act (BSA)
examinations.

As the administrator of the BSA, the Financial Crimes Enforcement Network (FinCEN)
has delegated authority to the Internal Revenue Service (IRS) to examine the anti-money
laundering (AML) program of money services businesses (MSBs). !

An effective AML program requires sound risk management; therefore, the manual
also provides guidance on identifying and controlling risks associated with money
laundering and terrorist financing. The manual contains an overview of AML program
requirements, BSA/AML risks and risk management expectations, sound industry
practices, and examination procedures. The development of this manual was a
collaborative effort of the IRS, state agencies responsible for MSB regulation, the Money
Transmitter Regulators Association (MTRA), the Conference of State Bank Supervisors
(CSBS), and FinCEN, a bureau of the U.S. Department of the Treasury. The goal is to
ensure consistency in the application of the BSA requirements.

The manual focuses on the following types of MSB activities*
¢ Issuance, Sale, and Redemption of Money Orders;
¢ Issuance, Sale, and Redemption of Traveler’s Checks;
¢ Money Transmission;

® Check Cashing; and

* Currency Exchange or Dealing.

1. 31 CFR103. 56(b)(8) and 103.125(c). State regulators may also examine MSBs for compliance with
certain BSA requirements, possibly including compliance with the AML program requirement, as
elements of a more comprehensive list of compliance requirements imposed under state law. These
requirements, however, will vary widely from state to state.

2. Under 31 CFR 103.11(uu) MSBs include each agent, agency, branch, or office within the United
States doing business, whether or not on a regular basis or as an organized business concern, in one
or more of the following capacities: (1) currency dealer or exchanger; (2) check casher; (3) issuers
of traveler’s checks, money orders or stored value; (4) sellers and redeemers of traveler’s checks,
money orders or stored value; (5) money transmitters; and (6) the U.S. Postal Service, except with
respect to the sale of postage or philatelic products. A person offering a financial service specified
in (1) through (4) above, who does not offer that service in an amount greater than $1,000 in
currency or monetary or other instruments for any person on any day in one or more transactions is
not included in the definition of MSB.
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Objectives of Manual

The objectives of this manual are to:

* Provide guidance to BSA examiners that enhances their ability to perform risk-
based BSA examinations of MSBs;

¢ Provide a resource to enhance the consistency of BSA examination procedures;

* Provide a summary of BSA compliance requirements and examination practices
to the MSB industry; and

e TFacilitate the efficient allocation of examination resources between federal and
state BSA regulators.

Structure of Manual

In order to effectively apply resources and ensure compliance with BSA requirements,
the manual is structured to allow examiners to tailor the BSA examination scope and
procedures to the specific risk profile of the MSB under examination. The manual
consists of the following sections:

¢ Introduction

¢ Examination Overview and Procedures for Assessing BSA Compliance
* Appendices

The overview sections provide narrative guidance and background information on
each topic; each overview is followed by examination procedures. The “Examination
Overview and Procedures” sections serve as a platform for the BSA examination. These
sections address legal and regulatory requirements of the AML program centered

on the effectiveness of the MSB’s AML program and the MSB’s compliance with the
recordkeeping and reporting requirements of the BSA.

Not all of the examination procedures will be applicable to every MSB. The specific
examination procedures that will need to be performed depend on the BSA/AML risk
profile of the MSB, the quality and quantity of independent testing, the MSB's history of
BSA compliance, and other relevant factors.

Within each section, the manual provides examination procedures for the examiner to
follow, varying according to the risk profile identified during the pre-planning of the
examination and the current examination findings. The examiner should perform the
additional procedures outlined within each section to the extent necessary based on the
risks identified. For example, if the examiner determines that a money transmitter may
not have appropriate policies and procedures to ensure the reporting of all transactions
requiring currency transaction reporting (e.g., no review of automated reports for
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currency transactions that exceed the reporting threshold), the examiner may decide
that it is appropriate to sort transaction databases for a selected period of time to
determine if transactions are being reported when required. The manual empowers the
examiner to decide what examination procedures are necessary to evaluate whether the
MSB’s AML program is adequate to ensure compliance with requirements of the BSA.

This guide includes procedures for principal and agent MSB examinations. Some
procedures pertain only to principal MSB examinations, where other procedures pertain
only to agent MSB examinations or to both.
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Money Services Business - Overview

Typical Structure of an MSB

MSBs can range from large sophisticated chains with interstate operations facilities
that focus on providing a range of financial services such as check cashing and
money transmission to small one-owner storefront operations that provide a few
financial services, such as check cashing as an auxiliary service to its primary retail
store operations. The business and management structure, as well as the overall risk
profile, of an MSB can vary based on the size and complexity of the MSB. Some MSBs
may engage in several different types of MSB-defined activities simultaneously. Some
MSB-defined activities require more recordkeeping and reporting under the BSA than
others do.

MSB chains may maintain several organizational levels to conduct business. Each level
is authorized to approve certain size transactions. The number of authorization levels
may vary depending on the dollar amounts of customer transactions and the number of
branches. The principal employees can include the following (characteristics special to
specific types of MSBs are discussed later):

¢ Director/Manager/Owner — Oversees the entire operation of the MSB. The
manager may approve the largest currency transactions and may also be
responsible for maintaining the internal control and records of the operations.

¢ Store Manager/Supervisor — Reviews daily teller work and reconciliations.
The supervisor may approve medium-size transactions (for example, between
$3,000 and $5,000), and often receives shipments of currency to and from the
correspondent bank or other currency supplier. In addition, the supervisor may
be charged with ensuring all transaction information required by federal and
state recordkeeping requirements is obtained.

¢ Teller — Responsible for conducting all transactions and reconciling the total
currency transactions to the teller’s beginning and ending cash balances. The
teller usually will have the lowest authorization for conducting currency
transactions. The teller is the MSB’s front line employee who should be aware
enough of BSA regulations to perform duties such as securing information
when appropriate from individuals conducting transactions that will trigger
recordkeeping or currency transaction reporting requirements.

¢ BSA Compliance Officer — Responsible for implementing and monitoring the
day-to-day BSA compliance and internal controls of the program. In a small
business with only a few employees, the BSA compliance officer may execute
all the tasks himself or herself. In a small business, duties may have to be
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discharged by a non-dedicated supervisor or employee. In a large, multi-state
business, the BSA compliance officer will have supervisory responsibility over
the AML program, and may have dedicated staff that performs specific duties
related to BSA compliance. Some MSB chains may centralize the compliance
and reporting function (so the central office will file all suspicious activity and
currency transaction reports), while other MSBs with agent relationships prefer
each agent to comply with its own recordkeeping and reporting obligations.

The special characteristics of the different types of MSBs are discussed in the sections
that follow. The following sections provide an overview of common MSB business
models, but are not meant to suggest that these are the only possible or even optimal
structures. MSB operations will vary based on management’s decisions on the controls
appropriate for the MSB’s unique business operations.

Branches and/or Agents

An MSB can provide more services to more customers through branches or agents. So
an MSB may set up branches or enter into agent agreements with other commercial
entities (like grocery stores, etc.) to establish portals that provide customers with
convenient access to its locations and services.

What is the difference between a branch and an agent?

e Branches are “brick & mortar” locations where the MSB maintains an office,
employs the staff directly, and is responsible for the operating costs of the
branch, such as rent and utilities.?

¢ Conversely, in an agent relationship, the MSB enters into an agent service
agreement with an independent entity, which in the vast majority of cases is
another commercial entity that is seeking to add specific MSB services to its
existing inventory of customer products and services. Many of the terms of
the agreement or contract are generally stipulated by the state MSB regulations
where the MSB is domiciled. Among other features, the agreement or contract
typically sets forth the rights and obligations of both parties, as well as
responsibilities for complying with all state and federal laws. Other important
features include the fee structure and the fee remittance policy of the MSB. The
advantage is that the cost of the agent agreement is generally an agreed upon
service fee to be paid to the agent based upon the transactions the agent takes
in. Using agents allows the MSB to expand its marketing network with less
overhead requirements. As opposed to operating through a limited number of
branch locations, constrained by costs, an MSB can enlist a network of agents to
be able to reach a wider customer market.

3. If the MSB operates over the Internet, either in place of or in addition to offering services at a physical
location, the location from which the MSB manages its Internet presence should be treated as a branch.
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General Scope of the BSA Regulations

BSA regulations apply to certain industries (such as depository institutions, or broker-
dealers in securities), certain activities (such as money transmission, or check cashing),
or certain products offered by an industry (such as covered insurance products).

The BSA responsibilities of MSBs are activity-based: irrespective of the industry a
person belongs to, or what the person labels as its main business activity, if the person
performs certain specific activities in excess of a certain monetary threshold, then the
person is an MSB for BSA purposes.

The BSA responsibilities associated with different MSB activities can be different.
Therefore, a person that simultaneously engages in different MSB activities may be
subject to different sets of recordkeeping and reporting requirements with respect to the
different MSB activities. Such a person’s BSA obligations will also depend on whether
the person performs a particular MSB activity as an agent or as a principal.

Overview of Check Cashers

A check casher is defined as a person engaged in the business of cashing checks (other
than a person who does not cash checks, money orders/traveler’s checks or stored value
in an amount greater than $1,000 in currency or other monetary instruments for any one
person on any given day in one or more transactions). Such a person is an MSB, subject
to applicable regulations.*

In many cases, the check casher acts as an agent of a money transmitter (or several
money transmitters for different services, e.g., remittances, bill paying, and sale of
money orders) to complement check cashing services.

Basic Model of a Check Casher

Check cashing services may be offered by a retail business, e.g., a grocery store, as

an accommodation to its customers. However, the check casher may also be a stand-
alone “brick and mortar” operation. Some check cashers focus solely on consumer
check cashing and some focus on commercial check cashing. Check cashing operations
may be located on the ground level in retail areas or industrial work areas, or close to
residential areas, where there are limited or no banking facilities available. A check
casher may be trying to serve the niche of the underserved or un-banked, in which case
it will typically locate in a high foot traffic area to draw in customers.

4. 31 CFR103.11(uu)(2).
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Check cashers may provide a variety of financial services in order to allow one-stop
shopping for financial services. For example, a customer that does not have a bank
account works the second shift in an industrial area. In close proximity to work is a
check cashing location. During his lunch hour, he goes over to the check casher to cash
his payroll check of $1,200. While he is there he completes the following other financial
transactions: a) buys a $500 money order to pay his rent, b) pays his electric bill of $200,
c) transmits $200 to relatives in a foreign country, and d) receives the remaining $300

in cash. Thus, he is able to cash his check, and because the check casher is an agent for
various money transmitters, he is able to buy a money order, pay a bill, and transmit
money to relatives.

Overview of Currency Dealers or Exchangers

A currency dealer or exchanger (other than a person who does not exchange currency
in an amount greater than $1,000 in currency or monetary or other instruments for any
person on any day in one or more transactions) is defined as an MSB subject to all of the
regulations applicable to MSBs.’

Currency dealers or exchangers provide many of the same services as banks and other
regulated financial institutions. In addition to currency exchange, these services may
include other MSB activities such as funds transmission (foreign and domestic), check
cashing, the sale of money orders, or quasi-banking services such as maintaining
temporary custody of funds on deposit.

Currency dealers or exchangers typically operate along international borders, in port

of entry cities (where international flights land), or near communities of resident aliens.
Some travel agencies will also operate as currency dealers or exchangers. A currency
dealer or exchanger near the Southwest border or in a Hispanic area may be known as a
“Casa de Cambio.” For some currency dealers, small, personal, routine exchanges may
be referred to as “retail” or “over the counter” transactions. Large transactions may be
referred to as “vault” transactions.

Overview of Issuance, Sale, and Redemption of Money
Orders/Traveler's Checks

An issuer of money orders or traveler’s checks (money orders/traveler’s checks), other
than a person who does not issue such money orders/traveler’s checks in an amount
greater than $1,000 in currency or monetary or other instruments to any person on
any day in one or more transactions, is defined as an MSB subject to all regulations
applicable to MSBs.*

5. 31 CFR103.11(uu)(1).
6. 31 CFR 103.11(uu)(3).
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A seller or redeemer of money orders/traveler’s checks (other than a person who does
not sell or redeem such money orders/traveler’s checks in an amount greater than $1,000
in currency or monetary or other instruments to any person on any day in one or more
transactions) is also defined as an MSB subject to all regulations applicable to MSBs.”

Issuer or Redeemer

An issuer of a money order or traveler’s check (“money order/traveler’s check”) is the
business ultimately responsible for the payment of the money order or traveler’s check.

A redeemer or seller is a business that exchanges money orders/traveler’s checks (which
it may or may not have issued) for currency or other instruments. The MSB definition
in 31 CFR 103.11(u)(4) extends to “redeemers” of money orders and traveler’s checks
only insofar as the instruments involved are redeemed for monetary value — that is, for
currency or monetary or other negotiable or other instruments. Taking a money order/
traveler’s check as payment for goods or general services is not redemption under BSA
regulations.

Money orders/traveler’s checks are generally issued by national companies. In addition,
there are small regional or local money order/traveler’s check issuers.

Some businesses, such as check cashers, may issue their own money orders. One
example of a customer who typically buys money orders would be a person who does
not have a bank account and who may use the instrument to pay bills. However, in
some regions of the country it is not unusual for some businesses with bank accounts to
buy money orders and use them to purchase wholesale merchandise.

Money orders and traveler’s checks are negotiable monetary instruments sold through
sales agents of money order/traveler’s check issuers. Such agents may also provide
other services such as check cashing or funds transmission that are ancillary to a
primary business.

Issuers of money orders/traveler’s checks may maintain proprietary branches that sell
and redeem the issuer’s money orders/traveler’s checks. Issuers may also negotiate
contracts with agents to sell the issuer’s money orders/traveler’s checks.

Sale of Money Orders/Traveler’s Checks for National Companies

MSBs that sell money orders/traveler’s checks for national companies (issuers) are
agents. The agent’s relationship to the issuer of the money orders/traveler’s checks is
governed by an agreement.

7. 31 CFR 103.11(uu)(4).
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The agent is allowed to advertise money orders/traveler’s checks that it sells and is
authorized to fill in the dollar amount on behalf of the issuer.

* Money orders/traveler’s checks are drawn on the issuer’s bank account. The
transaction is not complete until the issuer receives the face amount of the
transaction from the agent and the money order/traveler’s check clears the bank.

¢ The dollar value of a money order/traveler’s check is generally limited by issuer
policy; however, some agents may impose a more restrictive policy for individual
and aggregate money order/traveler’s check sales.

* The agent must maintain sales records of money orders/traveler’s checks sold.
Sales records typically include a unique transaction number and the money
order/traveler’s check serial number.

¢ The agent sends summary sales reports to its bank and to the issuer on a daily
basis. The agent’s bank then sends a clearing report to the issuer. The issuer
downloads the bank sales and cleared reports, which are reconciled to the
issuer’s system generated reports. Exceptions, if any, are researched by the issuer
and resolved with the agent.

* Money received from the sale of money orders/traveler’s checks is usually
deposited by the agent into a separate bank account, and must be deposited in
accordance with issuer policy and applicable state regulations. The issuer’s bank
then sweeps the funds from the agent’s bank account or, if the deposit account is
owned by the issuer, the issuer-designated operating account.

National money order/traveler’s check companies either collect their fee up front when
the money orders/traveler’s checks are given to the agents or upon periodic (e.g.,

weekly) settlement with the agent for money orders/traveler’s checks sold. Commission
statements are periodically (e.g., monthly) prepared by the issuer and provided to agents.

Identification of persons purchasing money orders/traveler’s checks in amounts under
$3,000 (there are recordkeeping requirements for all sales of money orders/traveler’s
checks between $3,000 and $10,000) are often left to the individual agents, but may be
governed by the policies and procedures of the issuer (as principal MSB).

The issuer will retain front and back copies of all cleared and cancelled money orders/
traveler’s checks, or delegates its clearing bank to do so.

Overview of a Money Transmitter

A money transmitter is defined as any person, whether or not licensed or required to
be licensed, that engages as a business in accepting currency or funds denominated in
currency and transmits the currency or funds, or the value of the currency or funds, by
any means through a financial agency or institution, a Federal Reserve Bank or other
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facility of one or more Federal Reserve Banks, the Board of Governors of the Federal
Reserve System, or both, or an electronic funds transfer network, or any person that is
engaged as a business in the transfer of funds.?

Basic Business Model of a Money Transmitter

The basic money transmitter business model involves three parties:

SENDER MONEY TRANSMITTER RECIPIENT

\/

\/

The sender provides the funds to the money transmitter with instructions to deliver

the funds to a recipient that the sender has identified to the money transmitter. The
money transmitter conducts the transaction by taking the funds from the sender and
delivering the funds to the recipient. This transfer of funds may be intrastate, interstate,
or international. The money transmitter may send the funds through a formal funds
transfer system (such as by electronic transfer) or through an informal funds transfer
system (such as a hawala).

Large money transmitters may have a home office, transaction clearing center(s), service
center(s), regional offices, and branches. They may also contract with agents. Agents
may include established businesses such as grocery stores, truck stops, check cashers,
pharmacists, travel agents, and supermarket chains. The money transmission home
office pays its agents using a fee schedule that provides predetermined charges (fees) for
money transmission. Agents receive a commission on the fees charged for transferring
money. Some may receive a portion of any foreign exchange profit that may be received
by the money transmitter.

When a transaction to send or to receive money is initiated by a sender, the money
transmitter’s employee or agent will contact the money transmitter’s service center.
This is generally done by dialing a toll-free number or by using an on-line computer
system installed in the branch or agent location. The information from the sender
transaction form is entered into the service center computer system. The origination
transaction documents to send or to receive money are kept by the money transmitter
anywhere from six months to five years or longer. The retention period is usually
determined by the money transmission home office policies, as well as federal and state
record retention requirements.

8. 31 CFR103.11(uu)(5)(A) & (B).
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Each money transmission company has its own forms to document sending and
receiving money. Generally, the basic information recorded on these forms includes, but
is not limited to:

The date of the transaction;
The amount of the transaction;
The name of the person sending money (sender);

The name of the person receiving the money (recipient); and

The reference (transaction) number assigned by the service center.

BSA regulations require additional information to be obtained for transactions involving
$3,000 or more.

Money transmitters may engage in money transmission for consumers and for
commercial customers. A commercial money transmitter may engage in wholesale
transactions with no agent network.

AmMQOZmw»w
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The diagram above adds two additional parties to the transaction: branches or agents,
and receiving agents. Through branches and agents, money transmitters can expand
customer access points. Attracting existing businesses, such as convenience stores, to
act as agents allows the money transmitter to provide customer access and convenience
while at the same time leveraging valuable and limited financial resources.

The money transmitter must have a means to deliver the funds to the recipient.
Therefore, to be able to complete the transmission activity, the money transmitter will
normally enter into agreements with receiving agents. Receiving agents are other
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financial service providers (including banks) that are in closer proximity to the recipient.
Again, the relationship between the money transmitter and the receiving agent is
contractual and the cost of the arrangement to the money transmitter is fee-based.

Transaction Flow of a Money Transmitter

A money transmitter has established a network of agent relationships. A sender enters
one of the agent locations and wishes to send $500 to a recipient in another location.
The sender provides the agent the funds and instructions for delivery to the recipient.
The agent takes the funds and instructions and usually enters the transaction into a
computer terminal owned by the money transmitter. The terminal is linked to the
money transmitter’s processing system. Upon receiving the instructions, the money
transmitter will contact its appropriate receiving agent for payout to the recipient. The
sender and/or the receiving agent will inform the recipient that the transmitted funds
are available for pick-up. The availability of funds to the recipient may range from
minutes to several days depending upon the location and availability of the receiving
agent and the money transmitter’s delivery policy as disclosed to the sender.

An elaborate computer system is not necessary to conduct money transmission
transactions. Telephone lines and fax machines are still widely used as cost effective
substitutes for transmitting money. However, the larger and more complex the
money transmitter, the more likely the use of technology to improve transaction and
compliance controls as well as agent accounting.

A notable aspect of transaction flow is the timing difference that can occur between

the receipt of sender funds by the money transmitter and the delivery (or availability)
of those funds to the recipient. If the sender came into the agent location at 10:00 a.m.
and the recipient was able to receive the funds by 2:00 p.m. the same day, then it is
probable that the agent had not deposited the sender’s funds to the money transmitter’s
bank account by the time funds were made available to the recipient by the money
transmitter. The money transmitter had, in effect, paid the recipient before receiving
bank credit for the sender’s funds. This may be referred to as “reverse float” or
“negative float.”

For example, at 10:00 a.m. ABC Money Transmitter’s agent, XYZ Grocery Store receives
funds from a customer for transmission to Mexico City. ABC Money Transmitter’s
receiving agent in Mexico City is able to pay the funds to the recipient by 2:00 p.m.;
however, XYZ Grocery Store has not yet sent to funds to ABC Money Transmitter. ABC
Money Transmitter has fronted the funds for the transmission and will be reimbursed
when the initial funds for the transaction received by XYZ Grocery Store are sent on to
ABC Money Transmitter. For the transaction to be completed, XYZ Grocery Store, the
sending agent, must deposit the funds received from the sender into its bank account.
This is usually a designated trust account of ABC Money Transmitter, but there are also
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cases where the agent service agreement may allow for deposit into another account of
the agent, such as a general business account. ABC Money Transmitter via its computer
system knows how many transactions (and their aggregate amount) that the agent has
executed, and the money transmitter then sweeps the funds it is owed into its accounts
(typically by automated clearing house) on a daily basis or as required. This is a
critical point. In this type of structure, a money transmitter and its agent must both
have access to the banking system.

Overview of Principal and Agent MSB Relationships

A principal MSB includes the “issuer” of money orders/traveler’s checks or the
“provider” of the transmission service. A principal MSB may provide its services
through numerous agent relationships. In an agent relationship, the principal MSB
may not have control over other financial services provided by its agents outside the
agency agreement.

Agent MSBs may have one location (such as a corner convenience store with only one
location) or may have a network of locations that provide agent services (such as a
grocery store or pharmacy chain, where the chain offers money orders and/or funds
transmittals as an agent of a principal MSB). An agent MSB may act solely as an

agent of an MSB or may offer additional services, such as check cashing, as a principal
MSB. An agent may also contract with different principal MSBs to offer services. For
example, an agent may sell money orders as an agent of a money order issuer and may
also offer money transmission services as an agent of a money transmitter. An agent
could also act as an agent for more than one money transmitter.

Each MSB, whether an agent or a principal MSB, is responsible for compliance with
BSA requirements, including the establishment of an anti-money laundering program,
currency transaction reporting, and suspicious activity reporting; however, an agent
MSB and a principal MSB may allocate compliance responsibility between each. Note:
Both the principal and the agent remain independently responsible for implementation
of the requirements of the BSA, and nothing in 31 CFR 103.125 relieves any MSB from
its obligations to establish and maintain an effective AML program.
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EXAMINATION OVERVIEW AND
PROCEDURES FOR ASSESSING
BSA COMPLIANCE

Objective: The MSB Examination Manual is intended to offer guidance to BSA Examiners
regarding Title 31 — Bank Secrecy Act examinations. While one of the goals of this manual is
to develop and enhance uniform BSA examination procedures, it is not intended to replace an
examiner’s independent judgment.

Under Title 31, MSBs are a sub-group of non-bank financial institutions that are not
comprehensively regulated by a federal banking regulator, the Securities and Exchange
Commission, or the Commodity Futures Trading Commission. Given the variety

of businesses covered under the Bank Secrecy Act as MSBs and the wide range of
accounting and recordkeeping systems utilized by these institutions, examination steps
need to be applicable to a wide variety of situations.

The BSA examination consists of five phases:

Pre-planning
On-site visit to the business and interview of appropriate personnel
Examination of the AML program

Examination of the books and records of the business

A

Developing conclusions and finalizing the exam

The adequacy of the MSB’s BSA compliance is the BSA examiner’s primary focus.

The BSA examiner must review the AML program, internal processes, and records to
determine the adequacy of the AML program. In order to assess the effectiveness of the
MSB’s AML program and its compliance with BSA regulatory requirements, the BSA
examiner can utilize various risk-based examination procedures and techniques. The
techniques outlined below constitute a general guide to examination activity, which
should be modified when appropriate.

Risk-Based Approach to BSA Examinations

To ensure that MSBs have in place the processes necessary to identify, measure, monitor,
and control risk exposures, examinations have increasingly emphasized evaluating

the appropriateness of these processes. While the examiner will always perform some
transactional testing under a risk-based examination approach, the amount of transaction
testing will be reduced when the examiner determines that internal risk-management
processes are adequate or risks are minimal. However, when risk-ma