
































































































































Fiscal Year 2010 Accomplishments and Performance Measures

financing. The updated version clarifies
supervisory expectations since it was

last released in 2007. The revisions draw
upon feedback from the banking industry
and examination staff. Banking industry
representatives continue to express
appreciation for this transparent approach
to regulatory expectations beginning
with the publication of the first manual in
2005. FinCEN and the Office of Foreign
Assets Control (OFAC) collaborated on
revisions addressing compliance with
BSA regulations and OFAC sanctions
programs.

Support to the FATF

Throughout the year, FInCEN contributed
to the work of the Financial Action Task
Force (FATF). The FATF is an inter-
governmental policymaking body whose
purpose is to establish international
standards, and to develop and promote
policies, both at national and international
levels, to combat money laundering

and the financing of terrorism. FinCEN
participated in the FATF Plenary and
Working Group meetings, as well as
FATF inter-sessional meetings. Further,
FinCEN contributed to discussions,
among others, on senior foreign political
figures, proliferation finance, wire
transfers, and international cooperation,
and operational issues relating to FIUs. In
addition, FInCEN continues to participate
in preparations for FATF’s next round of
mutual evaluations and discussions on
typology information.

y

Moreover, FINCEN continues to publish
advisories to inform banks and other
financial institutions operating in the
United States of the risks associated with
deficiencies in the AML and counter-
terrorist financing regimes of jurisdictions
identified by FATF in its public
statements.

FinCEN also contributed to FATF’s
Reference Guide and Information Note on
the use of the FATF Recommendations to
support the fight against corruption. The
leaders of the Group of Twenty Finance
Ministers and Central Bank Governors
have asked the FATF to help detect

the proceeds of corruption and deter
corruption offences by strengthening

the FATF Recommendations, taking
corruption issues into account in

the process. The FATF has therefore
developed an information note to raise
public awareness on how the use of the
FATF Recommendations can help combat
corruption; FinCEN participated in the
discussion and development of the note.
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Performance Measures for Outcome Goal 1: Financial systems
resistant to abuse by money launderers, terrorists and their financial
supporters, and other perpetrators of financial crime

Performance Measure FY 2009 FY 2010 Target FY 2010

Percentage of Federal and
State regulatory agencies with
memoranda of understanding/
information sharing agreements

Percentage of private industry or
financial institution customers
finding FinCEN’s SAR Activity
Review products highly valuable

Percentage of Regulatory
Resource Center customers
rating the guidance received as
understandable

Average time to process
enforcement matters (years)

Percentage of FinCEN’s compliance
MOU holders finding FinCEN’s
information exchange valuable 82% 68% 86%
to improve BSA consistency and
compliance of the financial system

Percentage of bank examinations
conducted by the Federal Banking
Agencies indicating a systemic 2.1% 5.2% 1.6%*
failure of the AML program rule
(performance indicator)

43% 46% 46%

73% 75% 82%

94% At least 90% 92%

1.0 1.0 0.8

*Figures are based on data reported to FinCEN by Federal banking regulators under the terms of their MOUs with
FinCEN. The regulators have 45 days from the end of a fiscal quarter to submit their data for the quarter. Because
performance measures data are calculated within 30 days after the end of a quarter, figures shown for fiscal years
2009 and 2010 are based on the first three quarters of each fiscal year.
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In June 2010, FinCEN released its first
public analysis of SARs containing
information about potential foreclosure
rescue scams. The report, Loan
Modification and Foreclosure Rescue Scams —
Evolving Trends and Patterns in Bank Secrecy
Act Reporting,” involved an analysis of
more than 3,500 SARs filed from 2004
through 2009, of which the great majority,
3,000, were filed in 2009. The report

also revealed information on the impact
of FinCEN’s April 2009 advisory, which
provided indicators of loan modification/
foreclosure rescue fraud, and requested
that filers include the term “foreclosure
rescue scam” in the SAR’s narrative
section to assist law enforcement in
identifying applicable filings. It appears
that the advisory resulted in significantly
increased filings, however, FinCEN
analysts found that filers continued to
use a variety of descriptive terms for loan
modification/foreclosure rescue scams.
As a result, FinCEN issued updated
guidance® in June 2010 to the financial
industry concerning new scam techniques
that financial professionals should watch
for and report. Including “foreclosure
rescue scam” in the narrative enables law
enforcement to search for and identify
fraudulent activity more easily when
reviewing SAR information, which assists
in focusing investigative resources.

Early reports of loan modification/
foreclosure rescue scams identified
subjects purporting to be loan

modification or foreclosure rescue
specialists. These subjects targeted
financially troubled homeowners with
promises of assistance. The scams
described in later reports reflected an
evolution into “advance fee schemes,”

in which purported loan modification or
foreclosure rescue specialists promised to
arrange modification of a homeowner’s
mortgage for more favorable repayment
terms. Following receipt of large advance
fees, scammers rarely, if ever, provided
any service. FINCEN will continue
monitoring SARs reporting suspected
loan modification/foreclosure rescue
scams and will publish findings in future
reports.

FinCEN also provided direct case support
on foreclosure rescue/loan modification
scam cases, created a repository within its
existing database of information related to
both suspects and perpetrators associated
with loan modification/foreclosure rescue
scams and disseminated a perpetrator list
to law enforcement on a quarterly basis.
Additionally, in recognition of the impact
of loan modification/foreclosure rescue
scams on the states, and the critical role

of state authorities in combating this type
of crime, FInCEN provided outreach to
state-based organizations through the
National Association of Attorneys General
(NAAG) and the National District
Attorneys Association (NDAA), and
provided training and case support for
their efforts.

27. http://www.fincen.gov/news_room/rp/files/MLELoanMODForeclosure.pdf

28. http://www.fincen.gov/statutes _regs/guidance/pdf/fin-2010-a006.pdf
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Scams Involving the HUD
FHA’s HECM Program

The difficult economic environment

and associated financial uncertainty has
resulted in an increasing number of senior
citizen homeowners accessing equity in
their homes through reverse-mortgage
programs as a way to ease their financial
situation. As a result, senior citizen
homeowners who use equity conversion
programs to meet their financial needs
are increasingly becoming a target for
scammers. Given this increased potential
for fraud, FInCEN, in consultation with
the HUD-OIG and the U.S. Secret Service,
issued an advisory in April 2010 to
highlight reverse mortgage fraud schemes
potentially related to the FHA’s HECM
program so that financial institutions
may better assist law enforcement when
tiling SARs. The advisory provided
examples of common scams and potential
“red flags” of fraudulent activity related
to HECMs. The advisory highlighted
trends that law enforcement and HUD-
OIG officials identified involving thefts
from seniors by family members, loan
officers, appraisers, and others, as well

as the use of unsuspecting seniors in
property flipping schemes. The advisory
also suggested key words for financial
institutions to use when completing SARs
involving fraud related to the HECM
program so that FinCEN analysts can
more easily identify and further warn
law enforcement of possible fraud. In

issuing the HECM fraud advisory,
FinCEN, HUD, law enforcement, and
other government agencies are actively
working with financial institutions to help
reduce the incidence of HECM fraud and
victimization.

Detecting and Deterring
Fraud in the TARP

FinCEN is a member of the multi-agency
task force set up by the Special Inspector
General for the Troubled Asset Relief
Program (SIGTARP), in coordination
with the Special Inspector General for
the Board of Governors of the Federal
Reserve System (FRB-OIG). This task
force, which consists of civil and criminal
law enforcement agencies, works
proactively to stay ahead of criminals
who are attempting to exploit efforts

to stabilize the U.S. financial system.

The task force seeks to deter, detect,

and investigate instances of fraud in

the Term Asset-Backed Securities Loan
Facility (TALF) program and the Public-
Private Investment Program (PPIP). Both
programs are part of TARP.

FinCEN has committed its unique
authorities and capabilities to this

task force to ensure that the financial
industry remains vigilant and provides
law enforcement officials with the lead
information they need to aggressively
root out fraud while promoting legitimate
economic activity. Other TALF/PPIP

Task Force members include the FBI, U.S.
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y

Immigration and Customs Enforcement  activity are important to allowing the
(ICE), the IRS, IRS-CI, the SEC, and the Financial Stability Plan programs to serve
U.S. Postal Inspection Service (USPIS). their purpose of laying the foundation for
FinCEN monitors incoming SARs for economic recovery.

referrals on subjects benefitting directly

or indirectly from TARP programs. In Detecting and Deterring

fiscal year 2010, FinCEN provided regular Fraud Associated with the

updates to SIGTARP and other FFETF Reconstruction of |raq

members on suspected abuses of TARP

programes. FinCEN also works with the Office of
the Special Inspector General for Iraq

In October 2009, FInCEN issued an Reconstruction (SIGIR). Established in

advisory to financial institutions 2004, SIGIR is responsible for overseeing

regarding suspicious activity potentially  the use and detection of potential misuse

related to the TARP programs, so that of funds associated with reconstruction

financial institutions may better assist and rehabilitation activities in Iraq.

law enforcement when filing. This FinCEN provides support to SIGIR’s

advisory supported the Department of the investigations.
Treasury’s broader efforts to ensure that
U.S. financial institutions are not used as
conduits for illicit activity. The advisory
provided descriptions of TARP-related
programs, described some potential
indicators of suspicious TARP-related
activities, and requested that financial
institutions check the appropriate box

on the SAR form to indicate the type of
suspicious activity and include the term
“SIGTARP” in the narrative portion of the
SAR. The advisory also requested that the
Suspect/Subject Information Section of the
SAR include all information available for
each party suspected of engaging in the
suspicious activity, including information
such as individual or company name,
address, phone number, and any other
identifying information. Vigilance by
financial institutions together with law
enforcement efforts to combat illicit
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Support to the Special Inspector General for Irag Reconstruction

“... FERRET [Forensic, Evaluation, Research, Recovery, and Enforcement

Team] is a sensitive investigative program that utilizes investigative and audit
techniques combining sophisticated data analysis combined with traditional
investigative technique and coordination with other organizations such as the
Financial Crimes Enforcement Network (FinCEN) within the Department of the
Treasury. FINCEN supports SIGIR in its efforts to investigate financial crimes by
providing access to financial data, analysis and case support. Tens of thousands
of records are being reviewed in the context of the Iraq reconstruction program,
an effort that has so far led to 45 open investigations involving 60 subjects.”

Ginger M. Cruz

Deputy Inspector General, Office of the Special Inspector General for Iraq

Reconstruction

Written Testimony before the Commission on Wartime Contracting in Iraq

and Afghanistan
May 24, 2010

Support for Health Care
Fraud Investigations

The widespread growth of health care
fraud throughout the United States

and its related costs have increased

the focus of Federal law enforcement,
which implemented a national strategy
to combat this crisis in May 2009. The
Health Care Fraud Prevention and
Enforcement Action Team (HEAT)
includes investigators and prosecutors
from DOJ and the Department of Health
and Human Services (HHS) working to
strengthen existing programs, investigate
fraud, and invest in new resources and

technology to prevent future fraud,
waste, and abuse. FinCEN is partnering
closely with law enforcement to identify
increasingly complex large-scale

fraud schemes and the most egregious
individual perpetrators and organized
groups defrauding the health care
system through BSA data analysis and
BSA/claims data analysis for specific
geographic locations. This process
allows FinCEN analysts to examine the
data that has been provided by HHS
and the queried BSA data that has direct
relevance to the supplied data. In fiscal
year 2010, FinCEN supported some of
the most high-profile health care fraud
investigations in the country.
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Support for Law Enforcement prosecuting a number of cases. FinCEN

Investigations and supported regional Mortgage Fraud Task
Prosecutions Forces by providing strategic information

on mortgage fraud hotspots within
local jurisdictions. FinCEN assisted

the Executive Office for United States
Attorneys (EOUSA) in identifying areas
in greatest need of additional resources

In addition to supporting investigations
of mortgage loan fraud and loan
modification fraud, FInCEN provided
analytical support for a wide range of
other cases being investigated by Federal, for combating mortgage fraud, by

State, and local law enforcement agencies identifying areas with high concentrations
and other authorities. FinCEN analysts of suspected fraud.

also supported U.S. Attorneys’ Offices

Investigations Supported by FinCEN Make Headlines

The Department of Justice (DOJ) noted FinCEN’s assistance in several
investigations in fiscal year 2010. FinCEN staff analyzed BSA data for the
investigations and provided database support. The following information is
based on DOJ press releases. Both prosecutions are part of the FFETF’s work
to wage aggressive, coordinated, and proactive efforts to investigate and
prosecute financial crimes:

Members of a Reverse Mortgage Fraud Ring Plead Guilty: On April 8, 2010,
the U.S. Attorney’s Office for the Northern District of Georgia announced the
guilty pleas of two individuals accused of mortgage fraud. Kelsey Torrey Hull,
38, and Jonathan Alfred Kimpson, 27, both of Lithonia, Georgia, pleaded
guilty in Federal district court to a conspiracy to defraud reverse mortgage
lenders and the FHA insurer of the loans. Hull pleaded guilty to an additional
bank fraud charge involving mortgage fraud, and Kimpson pleaded to an
additional identity theft charge.

The defendants faked the required seniors’ down payments needed to qualify
for the FHA-insured purchase money reverses. They did this through bogus
“gift” letters from “relatives” in amounts between $50,000 and $105,000.
They also used fake “HUD-1" Settlement Statements purporting to document
the sale of the seniors’ non-existent assets. All down payments were actually
supplied by the defendants, not the senior citizens, to be returned to the
defendants upon the reverse loan closings, along with profits substantially in
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excess of the true sales prices of the properties. The return of funds to the
defendants was disguised as either seller proceeds or lien payoffs. All such
fraudulently obtained reverse mortgages included inflated appraisals.

Kimpson'’s plea to aggravated identity theft relates to his use of the stolen
identity of realtors and their password to falsify Georgia Multiple Listing
Service (MLS) records to create fake property listings and sales at inflated
amounts in support of many of the fraudulent appraisals. Hull also committed
refi-reverse fraud by transferring properties into seniors’ hames to obtain
refi-reverse mortgages at fraudulently inflated amounts. He thereby avoided
the down payment requirement for purchase money reverses, and was able
to divert loan proceeds to his shell companies, disguised as lien payoffs.

Source: Two Members of Reverse Mortgage Fraud Ring Plead Guilty
(FBI press release, April 8, 2010;
http://atlanta.fbi.gov/dojpressrel/pressrel10/ati040810.htm)

Fraud Scheme Leads to Failure of Prominent Bank: Lee Bentley Farkas,
the former chairman of a private mortgage lending company, Taylor, Bean
& Whitaker (TBW), was arrested June 15, 2010, in Ocala, Fla., and charged
in a 16-count indictment for his alleged role in a more than $1.9 billion
fraud scheme that contributed to the failures of Colonial Bank, one of the
50 largest banks in the United States in 2009, and TBW, one of the largest
privately held mortgage lending companies in the United States in 2009.

An indictment unsealed in U.S. District Court for the Eastern District of
Virginia charges Farkas, of Ocala, Fla., with one count of conspiracy to
commit bank, wire and securities fraud; six counts of bank fraud; six counts
of wire fraud; and three counts of securities fraud. The indictment also
seeks approximately $22 million in forfeiture from Farkas. According to

the indictment and a motion seeking Farkas’s detention filed in U.S. District
Court for the Middle District of Florida, Farkas and his co-conspirators
allegedly engaged in a scheme to misappropriate more than $400 million from
Colonial Bank’s Mortgage Warehouse Lending Division in Orlando, Fla., and
approximately $1.5 billion from Ocala Funding, a mortgage lending facility
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controlled by TBW. Farkas and his co-conspirators allegedly misappropriated
this money to cover TBW'’s operating losses. According to the government
motion seeking Farkas’s detention, the fraud scheme contributed to the
failures of Colonial Bank and TBW. The indictment further alleges that Farkas
and his co-conspirators committed wire and securities fraud in connection
with their attempt to convince the U.S. Government to provide Colonial Bank
with approximately $553 million in TARP funds. (An indictment is merely a
charge, and the defendant is presumed innocent until proven guilty.)

In a related action, the SEC filed an enforcement action against Farkas in the
Eastern District of Virginia.

Source: Former Chairman of Taylor, Bean & Whitaker Indicted for His Role
in a More Than $1.9 Billion Fraud Scheme That Contributed to the Failure of
Colonial Bank

(DOJ press release, June 16, 2010;
http://www.justice.gov/opa/pr/2010/June/10-crm-703.html)
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Support to SAR Review Teams

FinCEN increased support to domestic
law enforcement efforts to utilize SAR
information for the purpose of detecting
and investigating significant financial
criminal activity. Already a member of
the National SAR Review Team (NAT
SAR), organized by the Asset Forfeiture
and Money Laundering Section of the
DOJ to detect and investigate significant
targets with an international or multi-
jurisdictional nexus, FInCEN expanded
support in 2010 to provide SAR trend
and pattern analysis for local SAR
review teams located in over 95 domestic
jurisdictions. FinCEN worked with DOJ
and IRS-CI to survey local SAR review
teams to determine their criteria for
selecting certain SARs every month for
review. FinCEN began receiving SAR
document control numbers from the
teams in August 2010. Using various
analytical tools and law enforcement
databases, FinCEN will review these and
other SAR filings and compare them with
other BSA data to identify large networks
or interconnections that would otherwise
go undetected. This information will
allow FinCEN to further identify trends
and patterns in BSA data, and aid in
demonstrating the value of BSA data to
financial institutions and focusing their
efforts on the information most useful to
law enforcement.

Fiscal Year 2010 Accomplishments and Performance Measures

HIFCA Support

FinCEN’s six High Intensity Financial
Crimes Area (HIFCA) liaisons continued
to work closely with Federal, State,

and local law enforcement in their
geographic regions. HIFCA liaisons are
located in New York City, Los Angeles,
San Francisco, Chicago, the Southwest
border, and Puerto Rico. These FinCEN
staff supported investigations and law
enforcement initiatives in their areas by
providing analytical support based on
BSA data. They worked with the SAR
review teams in their locations, regularly
reviewed SARs, and made presentations
to law enforcement on the use of SARs
and other BSA data.

In addition to the direct investigative case
support that is provided, examples of
FinCEN HIFCA representatives’ efforts
include:

® Worked to develop a Suspicious
Activity Report (SAR)/Case Docket
Interface for the U.S. Attorney’s Office
(USAO) of the Northern District of
[llinois. The process cross references
SARs with active USAQO cases. The
interface provides an easy way for the
USAO to identify financial reports
related to ongoing prosecutions.
Initial cross referencing results were
positive and the USAOQ is evaluating
feedback. It is expected that once
the interface is finalized, the process
will be shared for broader utilization.
Similar capabilities are an important
component of FinCEN’s multi-year IT
modernization efforts.

Financial Crimes Enforcement Network 45



Fiscal Year 2010 Accomplishments and Performance Measures

Played a pivotal role in the
development and execution of an Area
Law Enforcement Global Financial
Focus Forum, a very successful

law enforcement seminar at which
FinCEN personnel provided a number
of presentations. The seminar was
attended by more than 225 law
enforcement personnel from 40 state,
local, and federal agencies. FinCEN
presentations covered cross border
wire transfers utilizing correspondent
accounts, Egmont requests and Section
314(a) of the USA PATRIOT Act.

Coordinated a mortgage fraud
presentation for Chicago law
enforcement. The meeting, which was
co-sponsored by FIinCEN and the local
HUD-OIG, included a presentation
utilizing Bank Secrecy Act and
Housing and Urban Development
Single Family Housing data to
demonstrate mortgage fraud activity
prevalence.

In April 2010, FinCEN launched an

y

Working Groups and Task
Forces with Domestic Law
Enforcement and Regulators

During the year, FinCEN actively
supported a number of anti-fraud
task forces made up of domestic law
enforcement agencies and regulators.
Examples of these follow:

Bank Fraud Working Group: This
national, interagency working
group led by the DOJ, promotes
enhanced communication between
the Federal law enforcement and
financial institution regulatory
communities. The group seeks to
improve coordination between law
enforcement agencies and regulators
in the investigation and prosecution of
financial institution fraud.

Payments Fraud Working Group:
Made up of regulators and law
enforcement agencies, this group
seeks to detect and/or mitigate retail
payments risk issues.

effort with the support of the Office of
National Drug Control Policy (ONDCP)
to more consistently engage with and
support financial aspects of investigations
in the High Intensity Drug Trafficking
Areas (HIDTAs). A focus of the coming
year will be training analysts and
ensuring ongoing points of contact in the

interagency coordinating groups in the
HIDTAs.
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Information Exchanges
between Federal, State,
Local, and International Law
Enforcement and Financial
Institutions

In a program authorized by Section
314(a) of the USA PATRIOT Act, FinCEN
provides a mechanism through which law
enforcement agencies can communicate
with more than 45,000 points of contact
at more than 20,000 financial institutions
to locate accounts and transactions

of persons and entities that may be
involved in terrorism or significant
money laundering activities. FinCEN
receives requests from law enforcement
and upon review and approval, posts
the case information on the 314(a)

Secure Information Sharing System

and notifies the financial institutions
that the new information has been
posted. The requests contain subject and
business names, addresses, and as much
identifying data as possible to assist the
financial institutions in searching their
records. The financial institutions must
query their records for data matches,
including accounts maintained by the
named subject during the preceding

12 months and transactions conducted
within the last 6 months. Financial
institutions have 2 weeks from the
transmission date of the request to report
any positive matches to FinCEN.

FinCEN continues to expand upon its
efforts to share sensitive information
with financial institutions to help them

better understand and mitigate risks and
vulnerabilities with respect to specific
cases. In February 2010, FinCEN issued a
final rule to conform its successful 314(a)
program with agreements with certain
foreign jurisdictions, specifically the
Agreement on Mutual Legal Assistance
between the United States and the
European Union (U.S.-EU MLAT). The
regulation allows law enforcement
agencies of such jurisdictions to submit
information requests concerning
significant money laundering or terrorist
finance investigations to U.S. financial
institutions through FinCEN. Expanding
the program greatly benefits the United
States by granting U.S. Federal law
enforcement agencies reciprocal rights

to obtain information about suspect
accounts in EU member states.

The regulatory changes also permitted
U.S. State and local law enforcement
agencies to have the same access to the
program that previously has only been
available to Federal law enforcement
agencies. 314(a) information requests
enable agencies to discover whether a
financial institution has established an
account or conducted a transaction with
a person reasonably suspected, based on
credible evidence, of engaging in terrorist
activity or significant money laundering.
Armed with that limited, but important
information, agencies can follow up

with much more targeted subpoenas,
interviews, or other law enforcement tools
to advance the investigation. This will
increase the quality of analytical support
FinCEN provides to law enforcement.
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The box below shows numbers, types, and results of 314(a) requests processed since

the program began in 2002.

314(a) Program Data
November 1, 2002 - November 2, 2010

Total requests for information - 1,294

Number of Federal law enforcement agencies submitting requests - 28

Types of requests:

o Terrorism/terrorist financing - 353

e Money laundering - 941

Number of subjects of interest identified in requests - 12,504

Total subject matches received from financial institutions - 84,134
(83,096 positive and 1,038 inconclusive)

FinCEN Reference Manuals

To help investigators (including agents,
analysts, forfeiture specialists, examiners,
prosecutors, and other experts) expand
their knowledge of new technologies

and payment systems, as well as ways

to use BSA data in investigations,
FinCEN publishes reference manuals
available only to members of the

law enforcement, intelligence, and
regulatory exam communities. Each
comprehensive manual in this series
provides an overview of specific financial
and payment transaction processes, the
corresponding transaction records, ways
to work productively with the financial
services industry on investigations,

and common methods used to decipher

records, conduct analysis, and extrapolate
data. The manuals are developed

in close consultation with financial
industry service providers and various
law enforcement agencies. FinCEN
disseminates these manuals at all levels
of government (Federal, State, and local),
and they are posted on secure online sites
for widespread access by investigators.

In fiscal year 2010, FinCEN worked
closely with two major prepaid access
card providers to generate extensive
reference manuals describing the
companies’ operations and transaction
record processes. The manuals offer
multiple sample methods and techniques
for effectively researching and analyzing
BSA data. FinCEN also completed an
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update to a previously published manual
on funds transfers, with particular
emphasis placed upon comprehending
cross-border funds transfers traversing
correspondent account networks. The
manuals offer multiple sample methods
and techniques for effectively analyzing
financial documents and related BSA data
to trace financial trails.

FinCEN Networking Bulletin

In fiscal year 2010, FinCEN produced an
information periodical for investigators
on money transfer data analysis as part
of its Networking Bulletin series. Each
Networking Bulletin offers a succinct
overview of cutting edge developments
in financial mechanisms and related
services. Additionally, the series provides
perspectives on existing financial
mechanisms that may be of interest to
investigative officials. Each issue is
designed to quickly enhance the law
enforcement community’s awareness

of the challenges and vulnerabilities
posed by emerging technologies and
mainstream financial systems. The series
describes how financial services and
products operate, what information is
generated by transactions and where it
can be collected and retrieved, ways to
contact organizations and obtain data,
related activities reported in BSA data,
and potential challenges. The bulletins
are also intended to solicit input from the
field on their ongoing observations, in
order to better network awareness of the
given issues. FInCEN’s reference manuals
and Networking Bulletin publications are

available to investigative officials free of
charge from FinCEN.

Training Programs for U.S.
Law Enforcement

FinCEN provides a variety of training
modules for law enforcement. Based
upon growing customer demand, more
than 100 outreach sessions were presented
to Federal, State, and local agencies
during fiscal year 2010. The training
ranged from overviews of FInCEN
products and services to hands-on
WebCBRS database training and extensive
subject matter training sessions on bank
and centralized system funds transfers,
negotiable instruments, Internet payment
systems, and MSB money transfers. Each
comprehensive session also included
training modules geared toward
enhancing officials” ability to conduct
financial investigations by enabling them
to better understand key financial and
payment systems, trace financial trails,
and conduct document analysis.

The training often entailed customized
blocks of instruction tailored to support
the needs of various law enforcement
audiences for various venues. This
included law enforcement academy
training, various money laundering
conferences, and in-service agency
training. Similarly, training presentations
were provided to financial industry
symposiums hosted by law enforcement
and regulatory authorities. These
presentations focused upon illustrating
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the benefits of cooperation with the
financial industry, such as case studies
revealing the immense contributions of
information provided through the 314(a)
program to major investigations.

FinCEN has a representative at the
Federal Law Enforcement Training Center,
the consolidated training center for
Federal, State, and local law enforcement
agents, where many receive their first
insights into financial investigations and
utilization of BSA data. Also, FiInCEN’s
HIFCA representatives (see page 45)
provide ongoing training and support.
Additionally, training is a component

of the services FINCEN provides when
implementing an MOU for new law
enforcement users to access BSA data.

Through its Reference Material
Training Support Network, FinCEN
provides a variety of services, such as
helping to plan and organize blocks

of instruction and providing copies of
reference materials and detailed guides
to training coordinators. The network
expands FinCEN'’s ability to help meet
law enforcement needs for training on
financial mechanisms. To date, FinCEN
has established partnerships to provide
such support to over a dozen law
enforcement agencies that maintain 27
active law enforcement training courses
and/or conference series.

Mexico and Southwest Border
Issues

In fiscal year 2010, the U.S. Government
continued with efforts to disrupt arms
smuggling and money laundering across
the U.S.-Mexico border, target narcotics
cartels, and combat other cross-border
crime. FinCEN aligned its efforts with the
Administration’s 2009 National Southwest
Border Counternarcotics Strategy

and actively participated in efforts to
evaluate progress and develop future
priorities. Through cooperative efforts
with domestic law enforcement agencies
along the Southwest border and ongoing
partnerships with Mexican authorities,
FinCEN has developed expertise
concerning patterns of criminal activity
and money flows in this area. FinCEN
applied this expertise during the year in
many ways.

FinCEN conducted a joint study with the
Mexican FIU that examined the flow of
U.S. dollars between the United States
and Mexico. This project exemplified
high-level bilateral collaboration between
FIUs to enhance mutual understanding of
financial crime trends and vulnerabilities,
and to distinguish them from the

large volume of legitimate economic
transactions between the two countries.
The analytical effort also identified four
tactical targets that FInCEN and the
Mexican FIU jointly referred to U.S. and
Mexican law enforcement agencies for
investigative follow-up.
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-

FinCEN issued an advisory to U.S. promote information exchange on
financial institutions to assist them in financial crimes. In June 2010, FinCEN
understanding how the U.S. financial coordinated with law enforcement and
system may be affected by a change in other Federal agencies to organize an
Mexican AML regulations, restricting the —information sharing seminar for key
amount of physical cash denominated financial institutions on illicit activity
in U.S. dollars that Mexican financial along the Southwest border. FinCEN
institutions may receive. These new also regularized its cooperation with its
Mexican regulations are intended to Mexican counterparts responsible for
mitigate risks of laundering proceeds of AML regulation, the Comisién Nacional
crime tied to narcotics trafficking and Bancaria y de Valores (CNBV).

organized crime. In addition, FinCEN
issued three financial intelligence
advisories for law enforcement related
to Mexico/Southwest border issues. One
advisory pertained to SARs submitted
by MSBs, and the other two pertained

to cross-border currency flows and the
potential impacts of the new Mexican
AML regulations.

FinCEN participated as an honorary
member of the Southwest Border Anti-
Money Laundering Alliance, sponsored
by the Arizona Attorney General’s office.
FinCEN also participated as a member
of the U.5.-Mexico Customs Bilateral
Strategic Plan Enforcement Working
Group, a bilateral task force formed to
coordinate enforcement and investigative
efforts related to contraband smuggling,
money laundering, and commercial and
customs fraud.

FinCEN worked with its law enforcement
partners and international counterparts
to combat cross-border financial

crimes. For example, FInCEN relocated

a full-time employee to Mexico to

work with Mexican authorities to
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Tactical Information Exchange by 15 percent relative to the previous
with FlIUs year, keeping close to the Egmont

Group’s recommended best practices of
As the nation’s FIU, FinCEN responds to  responding within 30 days.
requests for research from counterpart

FIUs in other jurisdictions around the

world. In addition, FinCEN and other FinCEN also obtains information from
foreign FIUs to support investigations

by U.S. law enforcement and regulatory
agencies. FinCEN received 286 such
requests from domestic law enforcement

In addition to supporting foreign FIUs,

FIUs send and receive spontaneous
disclosures of information based on
internal analysis of reports submitted by

regulated entities.
and regulatory agencies in fiscal year 2010

and referred them to 97 different FIUs.
Because some requests involved multiple
jurisdictions, the 286 requests resulted

Foreign FIU Cases Closed
Fiscal Years 2000-2010

1200

1000 4 in a total of 588 referrals to FIUs. By
§ o comparison, domestic law enforcement
g 600 and regulatory authorities made 261
5 . requests in fiscal year 2009, resulting in
w: ' 491 separate referrals to 84 FIUs. The
2000 2001 2002 2003 2004 2005 2006 2007 2008 2009 2010 increase in outgoing requests in support
Fiscal Year of U.S. law enforcement investigations
reflects FInCEN'’s proactive efforts to
encourage criminal investigations and
FinCEN is one of the most active FIUs prosecutors to more actively utilize this
in the world in terms of exchanging unique service provided by FinCEN.
information with counterpart FIUs. The . .
demand for FinCEN'’s services from Strategic Analysis of

foreign FIUs has expanded dramatically International Issues
over the past decade, increasing from 199
requests and spontaneous disclosures

in fiscal year 2000 to 1,109 requests and
disclosures in fiscal year 2010. In terms

of output, FInCEN closed 1,101 cases in
fiscal year 2010, compared with 1,027
cases in fiscal year 2009 (see graph above).
In addition to this expansion in output,
FinCEN'’s average time to close foreign
FIU cases in fiscal year 2010 decreased

During the year, FInCEN continued its
efforts in the area of strategic and issue
analysis on international topics, with a
particular emphasis on joint work with
other FIUs. For example, FinCEN worked
with domestic law enforcement and
foreign FIUs on projects to identify illicit
activity, including unregistered MSBs and
tax evasion. Another series of projects
involved sharing information with
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foreign FIUs to identify illicit cash courier
activity. FInCEN also researched BSA data
to identify the extent of SAR reporting
relating to mass marketing fraud as part of
its participation in the International Mass-
Marketing Fraud Working Group. In June
2010, that Group announced the release

of its threat assessment on international
mass marketing fraud. This assessment
was developed in collaboration with the
Department of Justice, as well as law
enforcement, regulatory, and consumer
agencies in Australia, Belgium, Canada,
EUROPOL, the Netherlands, Nigeria,

and the United Kingdom, to provide
governments and the public with a current
assessment of the nature and scope of the
threat that mass-marketing fraud poses
around the world. FInCEN researched
Bank Secrecy Act data to identify the
extent of SAR reporting relating to mass
marketing fraud.

International Engagements

FinCEN continued to engage with foreign
FIUs and other counterparts on analytical,
regulatory, and operational issues in
order to strengthen information-sharing
mechanisms and increase international
collaboration. For example, during fiscal
year 2010, FinCEN hosted delegations
from Afghanistan, Australia, Brazil,
Canada, Mexico, Senegal, and South
Korea for extended visits to discuss issues
of mutual interest. FinCEN also assigned
several staff members to work on a
rotating basis in Afghanistan to support
U.S. and Afghan authorities” work in the
area of financial crime.

Fiscal Year 2010 Accomplishments and Performance Measures

FinCEN also hosted 32 delegations from
foreign FIUs, law enforcement agencies,
and other entities for shorter visits.
Several of these visits occurred as part of
the Department of State’s International
Visitor Leadership Program.

FinCEN staff served on U.S. interagency
delegations to the meetings of the eight
FATEF-style regional bodies (FSRBs),
providing expertise on FIU-related issues.
In fiscal year 2010, FinCEN staff members
served on the evaluation teams for the
mutual evaluations of two jurisdictions —
Ghana and Guatemala.

In fiscal year 2010, FinCEN signed MOUs
for information exchanges with the FIUs
of Colombia, India, and Peru.

Egmont Group Activities

In cooperation with the Malaysian FIU,
FinCEN completed its co-sponsorship of
the Afghan FIU, known as the Financial
Transactions and Reports Analysis Center
of Afghanistan (FINnTRACA), into the
Egmont Group. FINTRACA became a
member of the Egmont Group in June
2010, allowing it to engage with the other
119 FIUs that form the global network
for the sharing of financial intelligence.
The multi-year sponsorship process
culminated with an on-site assessment

of FINTRACA to ensure that the unit
complied with Egmont Group standards.
FinTRACA’s membership in the Egmont
Group will benefit law enforcement
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agencies in the U.S. and throughout the attack all aspects of the international
world by facilitating the exchange of drug trade and money laundering. In
information through FIU channels. the past year, FinCEN contributed to the
development of summary reports on 137
FinCEN continued its work in the jurisdictions. These summaries appear in
Egmont Group to promote effective Volume II of the fiscal year 2010 INCSR,
information sharing, playing a key role which covers money laundering and
on projects relating to cross-border, financial crime issues.

enterprise-wide suspicious transaction
information sharing within the financial
sector and FIU issues relating to

FATF recommendations and mutual
evaluations.

FinCEN developed and maintains the
Egmont Secure Web (ESW) to facilitate
communication and information sharing
among Egmont Group member FIUs.
FinCEN upgraded the ESW in 2009 by
adding secure networking communities
for FIUs from all over the world. In fiscal
year 2010, the communities were used
mainly for bilateral purposes, but efforts
are underway to use them to aid in the
day-to-day administration of the Egmont
Secretariat, the Egmont Committee, and
all of the working groups.

International Narcotics
Control Strategy Report

The International Narcotics Control
Strategy Report (INCSR) is an annual
report by the Department of State to
Congress prepared in accordance with
the Foreign Assistance Act. The report
describes the efforts of key countries to

Financial Crimes Enforcement Network 54



Fiscal Year 2010 Accomplishments and Performance Measures

Support for FinCEN’s International Work

“FinCEN works with every major administrative department to detect fraud and
abuse, from the Federal Housing Authority trying to help identify bad lenders to
Health and Human Services to - to root out fraud in the reimbursement process.
FinCEN opens up its database and provides essential information in numerous
cases each year.

“FinCEN’s responsibility was also broadened under the 2001 Patriot Act, which
expanded the Bank Secrecy Act to include money laundering and terrorist
financing. FinCEN plays a dual role in supporting domestic law enforcement and
intelligence agencies from sharing the analysis of financial intelligence, while
simultaneously building that global cooperation with our counterparties in FIUs,
Financial Intelligence Units, around the world.

“In my travels abroad to the Middle East and other regions I’ve been able to
meet with FlUs in the variety of countries to view FinCEN’s international work
firsthand. As the co-chair of the Task Force on Terrorist Financing and Anti-
proliferation I’ve visited countries like Morocco, Tunisia, Jordan, Afghanistan.
We’ve worked together in the West Bank. We’ve got some problems in Gaza
as well. And | am just very thankful to FinCEN’s help and guidance on all - in
all those important places, doing important work to combat the flow of illicit
funds to terrorist organizations.”

Rep. Stephen F. Lynch (D-Mass.)

U.S. House of Representatives, Committee on Financial Services,
Subcommittee on Oversight and Investigations

Oversight Hearing

April 28, 2010
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Performance Measures for Goal 2: Detection and Deterrence of
Money Laundering, Terrorism Financing, and Other Illicit Activity

FY 2010

Performance Measures FY 2009 FY 2010
Target

Percentage of domestic law

enforcement and foreign FIUs finding o o o
FinCEN’s analytic reports highly 81% 81% 80%
valuable

Percentage of complex analytic work 449 399 50%

completed by FinCEN analysts

Median time taken from date of
receipt of Financial Institution
Hotline Tip SARs, to transmittal of 3 days 5 days 2 days
the information to law enforcement
or the intelligence community

Percentage of countries/jurisdictions
connected to the Egmont Secure 99% 98% 99%
Web
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Outcome Goal 3:

information

Efficient management, safeguarding, and use of BSA

A reliable, technical infrastructure is
crucial to supporting FinCEN'’s statutory
mandate for the collection, storage,
safeguarding, analysis, and appropriate
dissemination of the data collected
under the BSA. FinCEN recognizes the
critical need to simplify processes for
the filing, retrieval, and analysis of this
unique financial data. In this effort,
FinCEN continues to progress on a
multi-year BSA Information Technology
(IT) Modernization effort aimed at
better serving its stakeholders through
technological advances. It also has
made significant enhancements to the
system through which BSA forms are
electronically filed.

FinCEN is committed to efficiently
managing and safeguarding valuable BSA
data, and works closely with BSA data
filers, data users, and the IRS to achieve
this.” The number of authorized law
enforcement and regulatory authorities
with electronic access to BSA data
continued to increase in fiscal year 2010.
More than 11,000 users had access to the
BSA data through FinCEN'’s secure Web-
based system at the end of fiscal year
2010, compared with 10,072 a year earlier.

Improvements to the BSA
E-Filing System

BSA E-Filing is a free, secure, Web-based
system that allows financial institutions
subject to BSA reporting requirements
to electronically file a variety of forms.*
Filers have the option to submit forms
one-by-one or in batches. FInCEN
encourages financial institutions to
electronically file BSA forms.

Recent enhancements to the BSA E-Filing
System support the Department of the
Treasury’s flagship initiative of moving
toward a paperless Treasury, as well as
make strides toward improving data
quality. This effort also supports the
Administration’s “green” initiatives. In
December 2009, FinCEN implemented
data validation on all batch-filed SARs.
Now, filers receive e-mail notifications
when there are errors in their submitted
batch files. FInCEN issued guidance

to assist filers in correcting identified
errors and preventing errors in future
submissions.

29. The IRS receives and stores BSA information through a partnership with FinCEN.
30. The BSA E-Filing homepage is located at http://bsaefiling.fincen.treas.gov
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FinCEN is committed to working with
financial institutions to increase their
understanding of the value of E-Filing
and issued a brochure® in April 2010 that
highlighted its benefits. Electronically
tiling BSA information provides

cost savings for the government and
improves response to users of BSA data.
E-Filing increases the timeliness of data
availability, reduces the cost of paper
processing, and improves data quality,
allowing for more reliable strategic
analysis of the data. This accomplishes
joint efforts to get important information
relating to money laundering and
terrorist financing to law enforcement in
the quickest manner possible. Through
BSA E-Filing, forms are available to and
searchable by law enforcement in 2 days,
rather than up to 11 days if filed on paper.

During fiscal year 2010, FinCEN
developed a new system that collects and
stores data from FinCEN'’s E-Filing system
and provides trending information via
reports on BSA electronic filing error
patterns. This system allows FinCEN
staff to run queries on several months

of data for comparative purposes. The
new system also benefits the filing
community and Federal banking
regulators. Beginning in September 2010,

Fiscal Year 2010 Accomplishments and Performance Measures
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BSA E-Filing supervisory users began
receiving filer feedback reports produced
by the system at the beginning of each
month, providing the previous month’s
information, as well as filing statistics

for the calendar year. These reports are
available to individual supervisory users
via secure e-mail to help identify error
trends. Filers may then address these
issues as a proactive approach to improve
filing quality.

Approximately 83 percent of BSA reports
were electronically filed during fiscal year
2010, up from 82 percent in fiscal year
2009. That figure understates the overall
progress in moving toward E-filing over
the past year due to other regulatory
steps, notably the increased availability of
exemptions from CTR filing requirements
(see page 20) to decrease the number of
reports from financial institutions that

are of less value to law enforcement. The
cost to the government per E-filed report
was $0.10 in fiscal year 2010, well below
the $0.15 target cost. In comparison, in
2006 approximately 48 percent were filed
electronically at a cost of $0.22 per report.

31. http://www.fincen.gov/whatsnew/pdf/E-File Brochure.pdf
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Benefits of Using the BSA E-Filing System

A streamlined BSA form submission process

Faster routing of information, protecting the financial system from illicit

actors and activities

Greater data security and privacy, compared with paper forms and

traditional mail delivery

Long-term cost savings to both financial institutions and the government

Features not available to paper filers

BSA IT Modernization

FinCEN’s BSA IT Modernization
initiative is a Treasury effort to
provide a modernized information
technology foundation to collect, store,

safeguard, analyze, and share BSA data.

Modernization is a critical component
of government efforts to ensure the
transparency of U.S. financial systems,
detect and deter crime, strengthen
national security, and achieve economic
stability and growth. The benefits of
this investment will be leveraged across
the hundreds of Federal, State, and
local agencies that rely on FinCEN and
BSA data. The Modernization Initiative
aims to develop a reliable and secure
BSA information management and
analysis framework that will provide
better tools for filers and users, enhance
data integrity, and provide improved
analytical capability. FInCEN’s BSA

IT modernization efforts will improve
BSA data quality, as well as its ability

to securely share the BSA data and

IT systems with its law enforcement
and regulatory partners. FinCEN has
developed an organizational change
management strategy to focus on several
key areas. These include assessing,
monitoring, and mitigating challenges;
engaging and communicating with
stakeholders; aligning and mobilizing
leadership and staff; preparing and
equipping the workforce for changes
ahead; as well as monitoring potential
organizational impacts.

In fiscal year 2010, FinCEN began the
process of completing an executive-level
organizational risk assessment (ORA).
Information collected during the ORA
enabled a fact-based assessment to be
made of the major organizational risks
and enablers impacting the program. The
tirst phase of the ORA began in February
with the scheduling and interviewing of
FinCEN’s leadership. Additional phases
of the ORA are being executed targeting
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different stakeholder audiences, both
internal and external to FinCEN to assure
a more holistic viewpoint of impacted
stakeholders.

The BSA IT Modernization Program
completed a significant milestone

in fiscal year 2010. Achieving this
milestone allowed FinCEN to baseline

its requirements (business and technical)
before moving into the next phase, which
is the design of the future IT systems.

In addition, FinCEN has completed

the design and installation of the IT

Fiscal Year 2010 Accomplishments and Performance Measures

development and testing infrastructure
and is in the process of procuring the
necessary hardware and software for
the production and disaster recovery
infrastructure. Currently, FinCEN is

in the design phase of the program

and on track to meet its first major
milestone, which is the deployment of a
new analytical tool for its analysts. The
coming year will see the design and steps
to begin building the system of record
that will house the reports filed under
FinCEN regulations.

Why modernize? Technology is FinCEN’s Core Mission
31 U.S.C. § 5311 Bank Secrecy Act (BSA)

It is the purpose of the [BSA] to require certain reports or records
where they have a high degree of usefulness in criminal, tax, or
regulatory investigations or proceedings, or in the conduct of
intelligence or counterintelligence activities, including analysis, to
protect against international terrorism.

31 U.S.C. 8§ 310 Financial Crimes Enforcement Network

(b) (2) Duties and powers.— The duties and powers of the Director are

as follows:

(B) Maintain a government-wide data access service, with
access, in accordance with applicable legal requirements, to

the following:

(i) Information collected by the Department of the
Treasury, including report information filed under [the

BSA].

(ii)

currency flows.

(iii)

Information regarding national and international

Other records and data maintained by other Federal,

State, local, and foreign agencies, including financial
and other records developed in specific cases.
(iv) Other privately and publicly available information.
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BSA Data Security

FinCEN continues to review its BSA

data access programs and to enhance
security measures in coordination with
the intensified government-wide focus
on information security and protection of

consumers’ personal identity information.

Increased awareness of the value of BSA
information to detect financial crimes or
oversee BSA compliance has resulted in
more requests for access. As the fiscal
year closed, FinCEN had 334 memoranda
of understanding with external client
agencies. In order to safeguard BSA
data, FInCEN conducts periodic onsite
inspections at each agency to assess the
proper and efficient use and security

of BSA information, legitimate and
documented purposes for utilization
and re-dissemination, and appropriate
retention/destruction procedures.

Access to BSA Data

BSA reports filed by financial
institutions are the cornerstone of the
U.S. Government'’s efforts to disrupt
illicit financial activity. FinCEN works
to ensure that BSA data is available for
authorized Federal, State, and local law
enforcement users, as they leverage
FinCEN'’s capabilities to enhance
investigatory efforts. During fiscal year
2010, the number of authorized users
climbed to 11,527.

In additional fiscal year 2010 efforts
to support client agencies and users,
FinCEN took the following actions:

® Continued its efforts to maximize
BSA access for U.S. Attorneys’ Offices
(USAQO:s), prioritizing USAO requests
for BSA access and developing BSA
Trend Analysis reports for USAO
districts to highlight BSA filings and
value. At the end of fiscal year 2010,
FinCEN had 80 MOU s in place with
USAQOs around the country to enable
them to access the BSA data to support
their prosecutions of criminals.

® Provided law enforcement agencies
access to BSA data through the
Platform Program. This program
provides onsite access to FinCEN
systems for designated personnel in
the Washington, D.C. area who are
conducting research for their agency’s
investigations. Thirty-six Federal
law enforcement agencies currently
participate in this program.

® Networked investigative agencies
working cases with commonality of
subjects more than 700 times. FinCEN
networks by contacting investigative
personnel in respective agencies and
providing them contact information
for other agency personnel.
Networking can help law enforcement
by facilitating information sharing,
avoiding potential negative impacts on
other cases, and maximizing resources.

Financial Crimes Enforcement Network 61



Fiscal Year 2010 Accomplishments and Performance Measures

y

Webinars

In fiscal year 2010, FInCEN acquired

the use of a webinar service. Webinars
present a time-efficient and cost-effective
way to facilitate online communication
between a small number of presenters
and a remote audience of up to 1,000
participants. Two of the technology’s key
capabilities are presentations and training
sessions. Presenters display information
on their computer screen, which then
becomes visible to all participants. The
webinar software enables interaction
between the presenter and the audience
and allows the presenter to control the
participants’ verbal commentary either
via the keyboard or audio connection.
Audio connectivity is available via
landline telephone conferencing or via
Internet phone connectivity.

FinCEN has already begun conducting
webinars, and will continue to seek
innovative ways to use this technology.
In fiscal year 2010, FinCEN officials
conducted webinars for training remote
law enforcement users on the use of

the online system through which law
enforcement accesses BSA data. FinCEN'’s
webinars are cited in the Department of
the Treasury’s Open Government Plan
as an example of the Administration’s
innovative use of technology.*

Improvements in Data Quality

In fiscal year 2010, FinCEN continued

to play a leadership role in coordinating
the activities of the interagency Data
Management Council (DMC) and

the Data Management Framework to
maximize BSA data quality and value.
The DMC consists of users of data
collected by FinCEN, both within the
Bureau and representatives of the law
enforcement and regulatory communities.
FinCEN’s BSA Forms Integrated Project
team worked on how to improve upon
and streamline the collection of BSA data.
The development of a new data repository
under the BSA IT Modernization
Program allows FinCEN to pursue these
streamlining efforts. In fiscal year 2010,
the team looked for improvements to the
collection of SAR data and conducted
working sessions with the DMC to discuss
and validate the new SAR collection tool,
prior to the request for broader public
comment.*

32. http://www.treasury.gov/open/Documents/open_government plan.pdf

33. http://edocket.access.gpo.gov/2010/pdf/2010-26038.pdf
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Performance Measures for Outcome Goal 3: Efficient management,
safeguarding, and use of BSA information

FY 2010

Performance Measures FY 2009 FY 2010
Target

Number of users directly accessing

BSA data 10,072 10,000 11,527
Share of.BSA filings submitted 82% 71% 83%
electronically

Number of largest BSA report filers 486 534 542

using E-Filing
Cost per BSA Form E-Filed 0.16 0.15 0.10
Percentage of customers satisfied

with BSA E-Filing 94% At Least 90% 96%
Percentage of customers satisfied 0 0 0
with direct access to the BSA 4% 4% 4%
Percentage of direct access users

finding that BSA data provides

valuable information toward the 86% N/A 87%

detection and deterrence of financial
crime and the transparency and
protection of financial systems
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Cross-Cutting Principles

accomplishments in each of its three outcome goal areas supported the cross-

T The chart below provides examples showing how FinCEN’s fiscal year 2010
cutting principles stated in FInCEN’s strategic plan for 2008 — 2012:

Cross-Cutting Go?l L GO?I 2 Goa.ll .
Principles Accomplishments Accomplishments Accomplishments
(pages 13 - 33) (pages 34 - 56) (pages 57 - 63)
Efficiency & Issued final rule Delivered strategic Increased BSA filing
Effectiveness to reorganize BSA analyses to law efficiency through
regulations under enforcement and improvements to
Chapter X of CFR regulatory partners | the BSA E-Filing

to help target System
resources to areas
of greatest risk

Issued final rule
streamlining Continued work
mutual fund BSA toward more
requirements Increased the efficient BSA forms
number of responses | through the change

Proposed rule to law enforcement | management

regarding prepaid

by more than 50% process
access programs
posing the highest Increased the Identified
risks of money number of complex | areas where IT
laundering and analytical products modernization
terrorist financing to 50% can leverage and
centralize the

Proposed regulatory Decreased average

) . . needs of external
requirement regarding | time to close FIU

o users

cross-border cases by 15%, even

transmittals of funds as the number of

(o)
Proposed rule to cases rose nearly 7%

amend the reporting
of foreign financial
accounts

table continues on next page...
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Cross-Cutting
Principles

Creating Value

Goal 1
Accomplishments
(pages 13 - 33)

Provided guidance,
advisories, and
administrative rulings

for regulated industries

Released assessment
of SAR filings by the
insurance industry

Released assessment
on the impact of a

2009 amendment to
CTR exemption rules

Provided analyses for
State and Federal
regulators; Conducted
financial institution

research for regulators

with MOUs

Cross-Cutting Principles

Goal 2
Accomplishments
(pages 34 - 56)

Issued strategic
analyses related to
mortgage fraud

Provided reference
manuals, Networking
Bulletins, and
training for law
enforcement

Integrated civil
enforcement
authorities where
appropriate

with criminal
investigations

Goal 3
Accomplishments
(pages 57 - 63)

Developed filer
feedback reports
for E-Filing
supervisory users
to improve filing
quality

Increased
analytical focus
on integrating
external datasets
and analysis of
large amounts of
BSA data beyond
the capacities of
law enforcement
investigators

table continues on next page...
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Cross-Cutting
Principles

Partnerships

Goal 1
Accomplishments
(pages 13 - 33)

Conducted outreach to
financial institutions

Coordinated efforts
with other Federal
agencies on BSA
enforcement actions

Collaborated with the
FFIEC to revise BSA/AML
examination manual

Actively engaged
the BSAAG and its
subcommittees

Cross-Cutting Principles

Goal 2
Accomplishments
(pages 34 - 56)

Actively involved
with the FFETF

Provided support
to DOJ’s mortgage
fraud initiative

Participated on
task force set up
by SIGTARP, in
coordination with
FRB-OIG

Provided support
to SIGIR’s
investigations

Provided support to
law enforcement
agencies, SAR
Review Teams, and
HIFCAs

Worked with DOJ
and IRS-CID to
support local SAR
Review Teams

Continued
leadership role in
the Egmont Group
of FlUs

Goal 3
Accomplishments
(pages 57 - 63)

Played a
leadership role

in coordinating
the activities of
the interagency
Data Management
Council

Shared insights
and IT strategies
with other U.S.
Government
agencies and
foreign FIUs

table continues on next page...
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Cross-Cutting Principles

Cross-Cuttin Goal 1 Goal 2 Goal 3
Principles g Accomplishments Accomplishments Accomplishments
P (pages 13 - 33) (pages 34 - 56) (pages 57 - 63)
Global Supported FATF Conducted Hosted and
Perspective discussions of AML/ information administered the
CFT vulnerabilities exchanges and Egmont Secure
strategic analyses Web on behalf of
Increased level of .
. . . with other FIUs the Egmont Group
interaction with of FlUs¥
foreign AML regulators | Conducted a
Launched sharin joint study with Increased
. S the Mexican FIU utilization of
of insights among ..
examining the flow technology to
Egmont Group FIUs . .
> of U.S. dollars bridge between in-
with regulatory . .
e between the United | person meetings
responsibilities .
States and Mexico
Provided support to
international task
forces to combat
crimes crossing
national borders
Issued final rule
to conform 314(a)
program with
agreements with
certain foreign
jurisdictions
Advanced Launched a new Web Facilitated Began conducting
Technology page providing direct | information webinars for
links to information exchanges between | training remote
for addressing most Federal law law enforcement
common questions enforcement and users on WebCBRS
received by the financial institutions .
. Continued steps
Regulatory Helpline through the secure
toward BSA IT
314(a) system o
modernization

34. Described and measured under Goal 2, but executed as part of FinCEN’s IT efforts.
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Management Goal

F

VELGEEEEHIMCEEIRMN FinCEN’s mission is accomplished by high-performing

employees and managers operating in a stimulating and

responsible work environment.

FinCEN is committed to ensuring that
its employees have the skills needed to
efficiently and effectively perform the
multiple responsibilities of the bureau.
FinCEN seeks to build the stimulating,
forward-looking, and diverse work
environment needed to recruit and
retain such highly skilled employees.
Employees need to be prepared to
respond quickly to changes in the
regulatory framework, law enforcement
priorities, and financial crime and
terrorism financing patterns. During
fiscal year 2010, FinCEN took a number of
steps toward these goals.

Recruitment and Hiring

There were 322 permanent, full-time
staff members at the close of the fiscal
year. This reflects FiInCEN'’s continued
leadership focus on attracting and
retaining a high performing workforce,
and streamlined recruitment and hiring
processes.

FinCEN also initiated an aggressive and
successful summer student volunteer
intern program, facilitating 14 student
volunteers during fiscal year 2010.

In addition, FinCEN continued to

use an online recruiting tool for all
recruitment and continued to focus

on reducing average time required for
pre-employment actions. These and
other proactive steps continue to lead

to a reduction in the time positions are
vacant, resulting in FinCEN maintaining
essentially full employment within
budgetary constraints.
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Management Goal

Permanent, Full-Time Staff

FY 2008 FY 2009 FY 2010
Employees on board?® 298 327 322
New hires 38 51 11
Departures 30 22 16

Diversity Profile as of September 30, 2010

Male Female Total
Total employees 50.73% 49.27% 100%
Hispanic/Latino 1.76% 2.05% 3.81%
White 41.06% 30.79% 71.85%
Black/African 4.69% 12.61% 17.3%
American
American Indian/ 0 0 0
Alaska Native 0.29% 0.29% 0.58%
Asian 2.64% 3.23% 5.87%
E(nplqye.es with Not available Not available 6.45%
Disabilities

35. Allfigures as of September 30
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Management Goal

Staff Training and
Development

FinCEN fosters a learning culture by
consistently offering high quality training
that addresses defined needs. This

year technical skills training focused on
enhancing the analytic skills of FinCEN’s
workforce. Seventeen analytic training
programs were developed and delivered
in-house, including a comprehensive
2-week program on Strategic Intelligence
Analysis. Four courses were conducted
for FInCEN'’s project managers

and contracting officers technical
representatives to strengthen project
management and acquisitions skills.

Ten employees participated in
FinCEN’s Rotational Assignment
Program by accepting opportunities
within and outside of FinCEN. Nine
offices announced rotations, including
two offices that offered continuous
opportunities. One employee
completed a rotational assignment
outside of FInCEN. These assignments
provided leadership experience and the
opportunity to develop collaboration and
communication skills.

FinCEN embarked on a number

of activities to enhance employee
engagement. Each Division conducted
at least one team building exercise.
Two divisions held team-wide Myers
Briggs Type Indicator workshops

that highlighted communication style
similarities and differences to improve
team dynamics. Other teams held off-

&

site team building activities focused on
personal leadership and its relationship
to teambuilding. The inaugural session of
Speed of Trust was conducted in August
with one division. This world renowned
program to make dramatic changes in
organizations will be implemented across
the bureau in fiscal year 2011.

Leadership Development

FinCEN continuously works to strengthen
the skills of its current leaders and
promotes development of leadership
skills at all levels. In fiscal year 2010, the
bureau launched two new leadership
development programs: executive
coaching and mentoring. Senior leaders
received individual executive coaching on
a regular basis. The mentoring program,
which will continue into fiscal year 2011,
includes 10 pairs of mentor/mentees and
one floating mentor. Mentoring pairs
meet individually on a regular basis and
the group meets quarterly to share best
practices.
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Management Goal

FinCEN launched the Thought Leader
Series in fiscal year 2010 to offer new
perspectives on leadership and stimulate
employees’ thinking. Each quarter, a
prominent author speaks to FInCEN,
shares thoughts from a newly released
book, and responds to questions.
Employees had the opportunity to hear
from a Pulitzer Prize winning author as
part of the new series.

FinCEN assessed its Leadership
Development Program by surveying

supervisors about the current program,
convening a focus group of supervisors
to review and recommend best practices,
and conducting individual interviews
with each Associate Director. Results of
the assessment prompted changes to the
Leadership Webinar Series, modifications
to the mandatory training requirements
and creation of kits to increase
supervisors’ awareness of resources
designed especially for them.

Managers and Non-supervisory Employees?¢

September 30,

September 30, September 30,

2008 2009 2010
Senior Executive 7 8 9
Service
Other Managers 31 37 38
Non-supervisory 261 282 275
Employees

Promoting Open Government

FinCEN officials are promoting a
culture of Open Government through
the creation of an internal Web page,
intended to provide employees with
information about the Administration’s
Open Government Initiative. The

page provides a central location where

employees can easily find guidelines and
policies related to the Open Government
initiative, as well as useful external
links, and examples of other agencies’
successful Open Government programs.

36. Permanent, full-time employees
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Management Goal

Environmental Stewardship

FinCEN has adopted a policy of
seeking to achieve its mission in an
environmentally sound and sustainable
manner. In support of this, in fiscal
year 2010, FinCEN implemented power
management for all FinCEN computers,
which will save energy, help protect the
environment, and bring the bureau into
compliance with Executive Order 13514
on Electronics Stewardship.

In another accomplishment, FinCEN
donated 61 monitors, 15 Laptop
Computers and more than 3,900

pounds of other electronic equipment
for recycling, thus contributing to the
Department of the Treasury winning the
award for Facility Level Participation

in the Electronics Reuse and Recycling
Campaign.

Financial Management

Prudent financial management is an
ongoing bureau priority. As a steward
of public resources, FInCEN seeks

to ensure that management control
systems provide reasonable assurance of
compliance with the Federal Managers
Financial Integrity Act.

F

FinCEN’s financial statements are audited
yearly by an independent certified public
accounting firm. FinCEN’s fiscal year
2009 financial statements presented fairly,
in all material respects, the bureau’s
financial position and conformed with
U.S. generally accepted accounting
principles. The financial statement audit
reports are publicly available on the Office
of Inspector General” section of the U.S.
Treasury Department’s Web site. FinCEN
received an unqualified opinion on its
financial statements for fiscal year 2010,
marking the fifth consecutive unqualified
opinion since 2006 — the first year FinCEN’s
financial statements were audited.

FinCEN successfully met all contracting
standards and measures set forth by
Treasury’s Office of the Procurement
Executive. In addition, FinCEN was one
of only three Treasury bureaus to achieve
targets in every small business category,
and FinCEN exceeded each goal. FinCEN
also exceeded by 100 percent the Office
of Management and Budget’s mandated
3.5 percent saving of all fiscal year 2010
acquisition dollars.

37. http://www.treasury.gov/about/organizational-structure/ig/Pages/audit_reports_index.aspx
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Organizational Units and Executive Officials

F

and names of key officials follow:

Office of the Director

The Office of the Director is made up of
FinCEN’s top executives and support
staff. This office establishes, oversees,
and implements policies for FInCEN to
carry out its mission. In addition to the
Director and Deputy Director, this unit
includes the Office of Security, Office of
Outreach and Workplace Solutions, Office
of Public Affairs, and Congressional
Liaison.

James H. Freis, Jr. was appointed as
FinCEN’s Director in March 2007. Charles
M. Steele was named Deputy Director,
upon the retirement of William F. Baity in
January 2010.

Office of Chief Counsel

The attorneys and support staff of the
Office of Chief Counsel provide legal
advice to FInCEN officials on issues
relating to the administration of the BSA,
domestic and international aspects of
information law, interagency information
sharing, the use of information in
enforcement operations and proceedings,
international law relating to AML efforts,
and administrative law. The office also
provides advice and training on ethics
issues.

Bill Bradley was named Chief Counsel in
February 2008.

&

inCEN includes the Office of the Director and five operating divisions. In
addition, the Office of Chief Counsel, which reports to the U.S. Department of
the Treasury, provides legal services for FinCEN. Descriptions of these units

Analysis and Liaison Division

FinCEN collects and analyzes data that is
highly valuable in combating terrorism
and investigating money laundering and
other financial crime. FiInCEN’s Analysis
and Liaison Division is responsible for:

Analyzing BSA data and other
information to produce analytic
products supporting the needs of
domestic law enforcement and
intelligence community customers;
and

® Serving as FInCEN’s liaison with
domestic law enforcement agencies
and providing direct, secure access
to BSA data for domestic law
enforcement and regulatory agencies.

The Division’s analytic products

range in complexity from traditional
subject-related reports to policy-level
assessments of financial crime threats.
Consistent with FinCEN'’s strategic plan,
analytic resources are transitioning
toward more sophisticated analysis
that reflects FinCEN’s unique expertise
in BSA data and in combining large
datasets. The Division is comprised of
the following offices: Liaison Services,
Special Programs Development, Law
Enforcement Support, Intelligence
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Support, and Trend and Issue Analysis
(which was formed in October 2009).

Nicholas Colucci was named Associate
Director of the Analysis and Liaison
Division in March 2009.

International Programs
Division

The International Programs Division
works to establish and strengthen
mechanisms for the exchange of
information globally, and to engage,
encourage, and support international
partners in taking necessary steps to
construct regimes to combat money
laundering, terrorist financing, and other
financial crimes. The Division, through
the Office of Global Liaison, the Office of
Global Support, and the Strategic Analysis
Group, produces research reports in
response to requests for information from
Egmont Group FIUs, obtains financial
information from Egmont Group FIUs

to support domestic law enforcement
and regulatory partners, and produces
strategic analytical products on topics of
international interest.

Bess Michael became Associate Director
for the International Programs Division in
September 2009.

F

Management Programs
Division

The Management Programs Division

is headed by FInCEN’s Chief Financial
Officer, who is responsible for assuring
the integrity of fiscal and property
accountability and the implementation
of sound accounting, reporting, and
financial management policies. The
Division also provides planning, human
resources, training, and other operational
services critical to the Bureau. The
Division includes the following units:
Financial Management, Acquisitions
Management, Management Services,
Human Resources, Training, and Project
Management.

Diane K. Wade has served as Associate
Director and Chief Financial Officer since
November 2004.
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Regulatory Policy and
Programs Division

Pursuant to FinCEN'’s authority to
administer the BSA, and in conjunction
with the other divisions, FinCEN'’s
Regulatory Policy and Programs Division
issues regulations, regulatory rulings,
and interpretive guidance; assists Federal
and State regulatory agencies to more
consistently and robustly examine
financial institutions for BSA compliance;
takes appropriate enforcement action
against financial institutions that violate
the BSA; engages in outreach to financial
institutions, law enforcement authorities,
and regulatory agencies; and provides
comprehensive analytical support. The
Division is comprised of the following
offices: Regulatory Policy, Compliance,
Enforcement, Outreach Resources, and
Regulatory Analysis.

Jamal El-Hindi has served as Associate
Director of the Regulatory Policy and
Programs Division since May 2006.

Technology Solutions and
Services Division

The Technology Solutions and Services
Division, headed by FInCEN’s Chief
Information Officer, performs a variety

of roles related to the collection and
processing of BSA data and manages

the technical infrastructure supporting
FinCEN'’s day-to-day operations. FinCEN
realigned its IT workforce in fiscal year
2007 and reengineered its service delivery
model to place a greater emphasis on

F

BSA data requirements and integrity,
internal and external stakeholder
customer service, and IT modernization.
The Division now consists of the
following five offices: Customer
Relations Management, Safeguards and
Assurance, Product Management &
Delivery, Infrastructure Operations &
Hosting, and Enterprise Architecture & IT
Modernization.

Amy Taylor was selected as the Chief
Information Officer and Associate
Director for the Technology Solutions and
Services Division in May 2008.
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Number of Employees by Division

September 30, September 30, September 30,

Division 2008 2009 2010
Office of the Director 25 21 21
Office of Chief Counsel 11 12 12
Analysis and Liaison3? 98 77 74
International Programs N/A 42 44
Management Programs 40 46 49
s«:g,;::rt‘:)sry Policy and 83 90 83
;’::\I'/\irlzlsogy Solutions and 41 39 39
Total 298 327 322

38. In fiscal year 2009, two offices formerly in the Analysis and Liaison Division were combined to form a new
International Programs Division. As a result, the number of employees in the Analysis and Liaison Division
declined.
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Publications and Reports

he following publications, all issued in fiscal year 2010, are available to the
public on FInCEN’s Web site, www.fincen.gov:

® Mortgage Loan Fraud Update: Suspicious Activity Report Filings from October 1-December 31,
2009 (July 2010)

® MSB Brochures in Somali on Bank Secrecy Act Requirements, Reporting Suspicious Activity,
and Money Laundering Prevention (July 2010)

® Bank Secrecy Act | Anti-Money Laundering Examination Manual for Money Services Businesses
[Spanish version] (July 2010)

Financial Institutions Outreach Initiative: Report on Outreach to Money Services Businesses
(July 2010)

® Designation of Exempt Person (DOEP) & Currency Transaction Reporting (CTR): Assessing the
Impact of Amendments to the CTR Exemption Rules Implemented on January 5, 2009 (July 2010)

® Mortgage Loan Fraud: Loan Modification and Foreclosure Rescue Scams — Evolving Trends and
Patterns in Bank Secrecy Act Reporting (June 2010)

® SAR Activity Review - By the Numbers — Issue 13 (January 2010) and Issue 14 (June 2010)

® SAR Activity Review - Trends, Tips & Issues — Issue 16 (October 2009) and Issue 17
(May 2010)

® BSA E-Filing Brochure: How FinCEN'’s E-Filing System Can Help Your Organization
(April 2010)

® Mortgage Loan Fraud Update: Suspicious Activity Report Filings from July 1-September 30, 2009
(February 2010)

® Insurance Industry Suspicious Activity Reporting - An Assessment of the Second Year of
Suspicious Activity Report Filings (January 2010)

® Financial Crimes Enforcement Network Annual Report for Fiscal Year 2009 (December 2009)
® Notice to Customers: A CTR Reference Guide [Spanish version] (November 2009)

® Financial Institutions Outreach Initiative: Report on Outreach to Large Depository Institutions
(October 2009)

Earlier issues of many of the publications above are also available on www.fincen.gov.

For further information about these publications, e-mail webmaster@fincen.gov, call
(703) 905-3591, or write to:

Financial Crimes Enforcement Network
Post Office Box 39
Vienna, VA 22183-0039
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Program Evaluations

Government Accountability Treasury Office of Inspector

Office Audits General Audits

Completed in FY 2010: Completed in FY 2010:

" GAO-10-141: Anti-Money Laundering: ® OIG-10-030: SAR Data Quality
Improved Communication Could Requires FinCEN’s Continued
Enhance the Support FinCEN Provides Attention
to Law Enforcement Underway in FY 2010:

GAO-10-787: Homeownership

Preservation: Federal Multi-Agency " BSA Direct Contract
Efforts to Combat Foreclosure " BSA IT Modernization
Rescue Schemes Are Underway, but

Weaknesses in Planning May Limit

Progress
Internal Assessments
GAO-10-983: Moving Illegal Proceeds:

Challenges Exist in the Federal Completed in FY 2010:
Government’s Effort to Stem Cross-
Border Currency Smuggling ® Travel Card Monitoring Procedures
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Budget, Appropriations, and Oversight

History of President’s Budget Requests and Appropriations,
Fiscal Years 2008 - 2010

(Dollars in thousands)

FY 2008 FY 2009 FY 2010
President’s Budget
Request 385,844 $91,335 $102,760
Final Appropriated
Enacted Level 585,844 $91,465 $111,010

Authorizi ng an d Appropriating Subcommittee on Financial
Committees Services and General Government

(Appropriating Committee)

The following Congressional Committees ;g ganate
and Subcommittees have authorizing

and appropriations responsibilities for " Senate Committee on Banking,
FinCEN operations. Housing, and Urban Affairs

(Authorizing Committee)

U.S. House of Representatives

Senate Committee on Appropriations,
House Committee on Financial Subcommittee on Financial
Services (Authorizing Committee) Services and General Government

House Committee on Appropriations, (Appropriating Committee)

Praise for FinCEN’s Work

“...I just think members need to get over there, like | have, sit down with
FinCEN, get to know what they are doing and the scope of their work and you’d
be very pleased with the work that they are doing. They are doing unbelievable
work over at FinCEN.”

Rep. Stephen F. Lynch (D-Mass.)

Member of the House Committee on Financial Services (Authorizing Committee)
September 28, 2010
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Key Partners

inCEN works closely with
F regulatory, law enforcement,

private sector, and international
partners. Organizations with which
FinCEN has a strong working relationship
include the Federal regulatory agencies,
law enforcement, the Bank Secrecy Act
Advisory Group (BSAAG), and the
Egmont Group of FIUs. The BSAAG
provides a key forum for FinCEN’s
domestic constituencies to discuss
pertinent issues and to offer feedback
and recommendations for improving BSA
records and reports. FInCEN interacts
with its international partners through the
Egmont Group, as well as through direct
information sharing agreements.

Regulatory Agencies

Responsibility for conducting BSA
compliance examinations has been
delegated to the following Federal
regulatory agencies with respect to the
tfinancial institutions they supervise:

" Federal Deposit Insurance Corporation

®  Board of Governors of the Federal
Reserve System

" Office of the Comptroller of the
Currency

® Office of Thrift Supervision
® National Credit Union Administration

" U.S. Securities and Exchange
Commission

" U.S. Commodity Futures Trading
Commission

o
d

FinCEN has delegated compliance
examination activities for regulated
financial institutions without a Federal
regulator to the IRS-SB/SE. FinCEN
assists and supports all of these agencies
to promote effective and uniform
application of BSA regulations, and
they refer to FINCEN cases of significant
non-compliance. FinCEN retains
responsibility for enforcement actions
for violations of the BSA and FinCEN'’s
implementing regulations.

FinCEN also works closely with State
regulators to promote BSA compliance by
the financial institutions they supervise.

Law Enforcement

FinCEN partners with members of the
law enforcement community utilizing a
number of mechanisms to facilitate broad
customer access and input. FInCEN has
relationships with the largest Federal
law enforcement agencies through

direct information sharing agreements
and full-time detailed assignments at
FinCEN and with the U.S. Attorneys’
Offices through the FFETF, information
sharing agreements, and DOJ’s National
Advocacy Center. Similarly, the Gateway
Coordinator Program facilitates data
access and information sharing with

all 50 states and major local authorities
throughout the country. FinCEN
supports these agencies’ investigative
efforts and works with them on potential
BSA-related issues.
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Bank Secrecy Act
Advisory Group

Congress established the BSAAG in

1992 to enable the financial services
industry and law enforcement to advise
the Secretary of the Treasury on ways

to enhance the utility of BSA records

and reports. Since 1994, the BSAAG

has served as a forum for industry,
regulators, and law enforcement to
communicate about how SARs and

other BSA reports are used by law
enforcement and how recordkeeping and
reporting requirements can be improved.
The BSAAG meets twice each year in
Washington, D.C., and the subcommittees
continue their work throughout the

year. The Director of FinCEN chairs

the BSAAG, which is exempt from the
Federal Advisory Committee Act.

Since the enactment of the USA PATRIOT
Act of 2001, which expanded BSA
requirements to new industries, FInCEN
has been taking steps to ensure that
group membership continues to fully and
fairly reflect the entire BSA constituency
through a public application process.

In January 2010, FinCEN published a
notice in the Federal Register soliciting
applicants for 11 vacancies on the
BSAAG. Three of the selected applicants
were members that were renewed for an
additional 3-year term, and eight of the
selections were new to the BSAAG.

The BSAAG utilizes a variety of
permanent and ad hoc subcommittees
to identify and analyze relevant issues.

Key Partners

These subcommittees focus on issues
related to the banking industry; prepaid
access products; cross-border wire
transfers; privacy/security; non-bank
financial institutions; the insurance
industry; IT; the securities and futures
industry; SARs; and law enforcement.
The BSAAG also co-chairs publication
of The SAR Activity Review— Trends, Tips
& Issues, which provides information

to FinCEN'’s stakeholders about the
preparation, use, and value of SARs (see
page 25).
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The Egmont Group

The Egmont Group is an international
body made up of FIUs, which are
central, national agencies responsible for
receiving, analyzing, and disseminating
disclosures of financial information.
FIUs play a key role in the global fight
against money laundering, the financing
of terrorism, and other financial crime by
transforming financial transaction data
into financial intelligence. FIUs have

a unique authority to share financial
intelligence to help law enforcement
combat transnational crime.

FinCEN and 14 other FIUs established
the Egmont Group in 1995 as an informal
network for sharing information about
money laundering. Since then, the
Egmont Group has grown markedly and
has evolved from an informal network
into a self-sustaining, internationally
recognized entity. A permanent
Secretariat for the Group was established
in Toronto, Canada in 2007. The Egmont
Group’s evolution has strengthened
information exchange and international
cooperation to combat AML and the
financing of terrorism.

FinCEN supports the Egmont Group in a
variety of ways. It sponsors new FIUs for
membership in the Group and provides
and maintains the Egmont Secure Web
(ESW), a secure internet system used for
FIU-to-FIU information exchanges. As
the administrator of the ESW, FinCEN
serves as a permanent representative on
the Egmont Committee, the consultative

and coordination mechanism for
Egmont’s Working Groups and governing
body. FinCEN also developed the
Egmont Group’s public Web site, http://
www.egmontgroup.org, transferring
maintenance of the site to the Egmont
Secretariat in 2009.

FinCEN participates in all of the
organization’s five Working Groups,
which are described below:

® The Outreach Working Group seeks
to expand membership in the Egmont
Group by identifying candidates and
FIU sponsors to work with them to
ensure compliance with international
standards. The Working Group also
coordinates with other international
organizations to promote outreach in
those areas of the world which need
increased attention and resources. In
line with the strategic and operational
significance of the sub-Saharan African
region, the Outreach Working Group
is currently working with regional and
international partner organizations
to provide outreach, training, and
development assistance to FIUs in that
region.

® The Legal Working Group aims to
protect the FIU-specific character of
the Egmont Group and to enhance the
mutual cooperation and information
exchange between FIUs. The Legal
Working Group reviews the candidacy
of potential members and handles all
legal aspects and matters of principle
within Egmont, including member
compliance with Egmont Group
standards.
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" The Operational Working Group seeks
to bring FIUs together to work on
cases and strategic projects. Current
initiatives include an examination of
the enhancements of FIU information
exchange and a study of the impact
of the financial crisis on anti-money
laundering systems within the
tinancial sector.

® The Information Technology Working
Group examines new software
applications that might facilitate
analytical work and focuses on such
issues as data standards and security.
The Group also works to enhance the
capabilities of the ESW, the secure
internet system used for FIU-to-FIU
information exchange.

® The Training Working Group identifies
training needs and opportunities for
FIU personnel and conducts training
seminars for Egmont members and
non-members. Training programs
focus on areas of particular interest to
Egmont members, including tactical
analysis, mutual evaluation training,
and best practices in management.

The Egmont Group held its 18th Plenary
in Cartagena, Colombia in June 2010.

This year’s Plenary saw the admission of
the FIUs of Afghanistan, Cameroon, Ivory
Coast, and Uruguay, bringing the Egmont
Group membership to 120. The Chair of
the Egmont Group was passed from the
Head of the FIU of Mexico to the Deputy
Head of the Belgian FIU.

Some of the key topics of this year’s
Plenary in which FinCEN played an active
role were related to tactical and strategic
analysis of financial information, working
with financial regulators and supervisors
to strengthen the broader AML/CFT
framework within each jurisdiction, best
practices in FIU security, and further
discussion of the Egmont Group project
looking at the benefits and risks of
allowing global financial institutions to
share within their corporate structure
information related to suspicious

activity as part of an enterprise-wide

risk management strategy. In addition,
FinCEN signed an MOU with the host
FIU of Colombia, memorializing ongoing
close cooperation in the exchange of
information for AML/CFT purposes.
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