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Financial Crimea BEaforcament Nebwork
P.O. Box 30
Vienna, VA 22183-0039

Re:  Notice of temakin 15
To The Financial Crimes Enfumemmt Network:
We are counsel for Closed Joint Siock Commercial Bank “Infobank”

("Infobank™), Tnfobank herehy submits the following comments, which include this
letier, the declaration of Tnfobank’s General Manager and exhibits, in response to the
Notice of Proposed Rulemaking (*Notice") issued by the Financial Crimes Bnforcement
‘Network ("FinCEN")!, dated Augnst 18, 2004,

Tnfobank proposes belew several steps that seek io resolve FinCEN's concemns
without the need for the imposition of the proposed special measure. Moreover, lnfobank
would welcome, and herchy repeats its request for, a dialogue with FinCEN that wonld

enable FinCEN and Infobank o discuss their respective concerns.

' The term "FindCBN" is used heeein to refer, as approptiate, to both FinCEN and to the
Secretary of the Treasury.
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L Preliminary Statgment

FinCEN has found that Infobank is a financial institution of "ptimary money

laundering concemn." That finding, however, is predicated on factual assertions that are
‘demonstrably wrong. Chief among them is the assertion that Infobank engaged, through
its “subsidiary,” Limited Liability Company "Belmetallenergo” ("Belmetalienergo™), in
money laundering and illegal iransactions with the former Iragi govemment.

" Belroetallenerga, however, is not a subsidiary of Infobank, To the conirary, ad the
inancial statorments of Tnfobank, certified by Detoitte & Touche [EXBI0 AJersts), make
clear, Tnfobank owns only 10% of the stock of Belmetallenergo - an amount that is
ingufficient as 8 matter of iaﬁ_ to make Belmetallenergo a stbsidiary or to permit
‘Tnfobank to act throngh Relmetallenergo.?

Similarly, the Notice states that Infobank "had operated two additional branches
in Russia until 2007 when they were closed by the Central Bank of Russia.” 69 Fed. Reg.
51974, vol. 1. The Notice further states fhat "activity indicative of money Jaundering has
been teparted iransiting the Moscow branch’s correspondent accounts in the U.3." Id. at

21974 n.4. In fact, there evideotly was an entity in Ruasia catled Inﬁbmﬁ, but it had

? FinCEN itself defines “subsidiary” as “a company of which more than 50 percent af the
voting stock or analogous equity interest is owned by another company.” See proposed
rule § 103.190(a)(4}.
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nothing fo do with the Belars entity of the same name that is the subject of this
proceeding. Infobank never had branchies in Ruesia, and noae of its branches has been
glosed by the Central Bank of Rugsia or by any other authority.

Additionally, the Notice states that "the government of Belarus is a principal
shareholder of the bank’s capital." 69 Fed. Reg. 51974, col. 2. In fact, as shown by the
financial statements certified by Deloitte & Touche, the government of Belarus is not a
shareholder of Infobank.

Factual misstatementa such as these pervade the Notice. And there is at least one
good reason why FinCEN's "finding" 15 based on such factual errors: The "finding" was
mads without any notice to Infobank and with no opportunity for Infobank te be heard.
FinCEBN has dﬁiﬂ In.li'nbank thege irreducible minima tequired by the Due Process
Clause, and hence, FinCEN's “finding" cannot stand.

Infobank is at a severe disadvantage in attemipting to respond to the factnal
assertions contained in the Notice hecause, as discussed more fully below, the rulemaking

 procedurs employed here prevents Ifobank from obtaining access to the withesses and
documents upen which FinCEN selies. ‘This, ton, deprives Infobank of due process.

" Bven if the finding that Infobank is of "primary money laundering concem™ were
supportable, the special measure spught to be imposed is unneceysary snd would have a
s¢vere impact not only on Infobank but upon its customers and employess and the
developing economy of Belarus. As demonstrated below, less severe measures, including

those suggested below, should be adopted.
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I, atufe And This Rulemaking edure Are stiutional

The applicable statute, 31 U.S.C. § 53184, und this rulemaking procednrs would
deprive Infobank of property witheut due process of law. See U.S. Const., Amend. V.

A, The Applicable Statute And The Rulemaking Procedure
Deny Procedural Due Process

The Motice does not set forth the basig for its assertions of fact; it does not

identify the persons, if any, who provided FinCEN with the infermation that is said to
support these agsertions; it does not identify the do-::unients. if any, wpon which FinCEN
telied, Infobank has no opportunity to cross-examine witnesses; indeed, it cannot even
learn who the witnesses may be. These failures viclate Infobank’s tight to due process.
See uncil of Besistance of v. Diep't of State, 251 F.3d 192, 205 (D.C. {Cix,
2001), |

Additionally, the Notice states that all material submitted by Infobank will
become patt of the public record.  Infobenk: possesses many documents that cannol be
made public -- as does every other bank. Infobank also posscsses cetfain other

information and doouments that are relevant to the proposed rulemaking, the disclosure

! Infobank, a foretgn entity, @& protected under the Due Process Clausg bacauss it has
property (one or more correspondent bank accounts) in this country. Ses, e.z., Narl

Coungil of Resistance of Tran, 251 F.3d at 201; 32 Coyuty Sovercignty Comum, v. Dep't of
State, 292 F.3d 797, 799 (D.C. Cir. 2002}
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of which would be demaging to Infobank's business. Infobank should be permiited o
submit certain information on a confidential basis. See Cable ireless P.L.C. v. Fed'l
Communications Comm'n, 166 F.3d 1224, 1233-34 (D.C. Cir. 1999). A procedure that
does net accommodate the Jegal and comroercial need for confidentiatity does not permit
Infobank to respond fully to the hllegations against it and denies Infobank a meaningful
oppurtunity £0 be heard, as required by dus process.

These pragedural deficiencies arise in part because the rulemeking process is not
suited for the determination at jssue here. The facts undetlying the question whether
Infobank fs a financial institation of *primary money laundering concern” are not the type
of "legislative” facts that may appropriately be found in the context of a rulemaking.
Rather, they are, by any definition, "adjudicative™ facts that may be found only in the
context of an adjudication,

This proceeding is — in substunce, if not in form -- an adjudication. It Is
predicated on allegations of historical fact - which Infobank disputes -- and it proposes
to direct a remady at one entity. Indeed, the Notice aﬁm_its, "This rulemaking targets
Infobaak specifically; it does not target a class of financial transactions (such as wire
transfers} or a particular jurisdiction or jurisdi{:!ians,.“ 69 Fed, Reg. 51970, col. 1. See

nited States v. Florida East Coast Raitway Co., 410 U.S, 224, 245 (1973) ("[There is a]
recognized distinction in administrative lew between procesdings for the purpose of
promulgating policy-type rules or standards, on the one hand, and proceedings designed
to adjndicate disputed facts in particular cases on the other.”),
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It an adjudication, Infobank would be afforded procedural due process rights and
safeguards. Infobank's rights cammot be diminished merely because this proceeding is
styled as 2 ulemaking. Infobank requests, as it did in its leiter dated October 19, 2004

1. To be wpprised of the evidence against it. (Because of potential
confidentiality concemns, Infobank further requesta that it counzel be permitted to review
any such evidence prior to its being tade public so that those concems can be
Aaddressed.)

2 The opporiunity to rebut ihat evidence, including by cross-examination of
any witnasses,

3 The opportunity 1o present evidence, featimonial and/or docwmentary.

4. The cpportunity to subimit sensitive and confidential information without
having it made public.’

Such procedural safeguards are closely analogous to those specilically provided

by statute applicable to sdjudicstions. Thus, 5 U.S.C. § 556(d) provides, "A. party is

entitled to present his case br dafense by oral or documentary evidence, to submit rebuttal

! Tnfobank's letter, along with subsequent letters dated October October 22,
2004, from, respectively, FinCEN and Infobank, are annexed as|BExhibit Blhereto.
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evidence, and to conduct such cross-examinalion as may be required for a full and true
disclosure of the facts.”

The applicable statute apparently requires FinCEN to act by "regulation.” Sge 31
U.B.C. § 3318A()(2)(C). That, however, does not warrant the denial of the procedural
fights that Infobank would have in an adjndication. Sce The Bell Tel Co. of
Pennsvlvania v. Fed!l Conumunieations Comum'n, 503 F.2d 1250, 1268 (3d Cir. 1974)
("Regardless of the label and the procedure wiilized, the ultimate standard against which
we st evaluate the fairness of the proceedings is due process of law.") (intemal
quotations omitted). As a matier of administrative and constitutional law, Infobank
should ba allowed to enjoy the procedural safeguards applicable in adjudications, see 5
U.8.C. § 556, and those required by the Due Process Clause and reguested in Infobank's
October 19, 2004 letter to FinCEN. Absent such safeguards, the stafute and the
tulemaking procedure are nnm:r_nstituﬁonul as applied in this matter.

In the alternative, if Infobank cannot exercise the procedurat rights avaitable and
required in an adjudication, then any mie promuigated by FinCEN would be a bill of
attainder in violation of U.8. Const., act. L, § 9, cl3. The bill of attainder clanse should
apply to an administrative tule sdopled pursuani to authority delegated by Congress.
Dehainaut v. Pena, 32 F.3d 1066, 1070-71 (7th Cir. 1994). The rale proposed by
FinCEN would constitute a bill of attainder becavse that rule would apply specifieally
and only to Infobank and would impose punishment on Infobank without judicial trial or

proceedings. Foretich v, United States, 351 F.3d 1198, 1217 (D.C. Cir. 2003).
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B. The Statute Permits Action Based On A Standard Of Proof
That Is Unconstitutionally Lepient

The statutory language permits FinCEN to take “"special measures” when i finds

that "repsonable gromnds exist for concloding that . . . [4] financial inslitution(] . . . is of
primary moncy laundering concem." 31 U.S.C. § 5318A(a}(1). This statute deprives
Infobank of due process because it permits FinCEN to take action thet will deprive
Infobank of its property on the basis of nothing more than "reasonzble grounds.” Due
process requires that FinCEN be held to a standard of proof at lcast as demanding as the
"preponderance of the evidence" standard generally applicable in civil litigation.

When Congtess prescribes the "degree of proof which muét be pdduced by the |
proponent of a rale or order to carry its burden of persuesion in an adminisivative
proceeding,” the judiciary will defer to that standard "absent countervailing constitutional
constraints." Steadian v, Secunities and Bxchange Commy, 450 1U.5. 91, 95 (1981).
Thus, the judiciary will not uphold an administrative finding or rule purswaat % a
standard of proof that fails to satiefy the requirements of the Due Process Clause.
Santosky v. Kramer, 455 U.§. 745, 754-55 (1982), The stendard of proof required in any
partienlar case is determined under the three-factor test idexiﬁﬁed in Mathews v. Eldridge,
424 11.8. 319, 335 (1976). Sec Saptosky, 455 1.8, at 754. In no case, however, is a
standard less than a “preponderance of the evidence permissible. 1d. at 755 ("[T]he

| minimurn standard. of proof tolerated by the due procesa requirement reflects not only I‘.ha

weight of the private and publi interests affected, but also a societal judgmient about how
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the risk of error should be distributed between the litigants. . . . {Alpplicafion of & "fair
preponderance of the evidence' standard indicates [the] scciety's minimal concem with
the outcome[.]") (internal quotations omitted); Charfion v, Fed'l Trade Comipn'y, 543 F.2d
903, 907-08 (D.C.Cir. 1976) {"[[In American law a preponderance of the svidence is rock
botiom at the factfinding level of civil litigation. Nowhere in our jurisprudence have we
discemed acceptance of a standard of proof tolerating something Jess than the weight of
the evidence. . . . That the proceeding is administrative rather than judicial does not
diminish thiz wholesome demend[.]") {intemal quotations omitted) (vacating a Federal
Trade Commisgion finding based on "substantial evidence," interpreted as “evidence -
[that] a reasonable mind might accept as adequate to support a conclusion”); Eﬁ,lmggm Y.
Bane, 18 F.3d 992 (2d Cir. 1994) (holding an s;dministrat:iw decision to list petitioner's
name in a Central Register of Child Abuss and Mistreatment violated the Due Process
Clange because it was bhased on "some credible evidence," not a preponderance of the
evidence);, Dovle v. Camelot Care Centers, Inc., 305 F.3d 603 (7th Cir. 2002) {ﬂ.mnej;
Young v. Apfel, 198 F.3d 260 (10th Cir. 1999) {remanding a Commissioner of Social
Securily finding based on "mibstantial evidence" for reconsideration under the
“preponderance of the gvidence" standard).

. The Statite Is Unconstitufionally Yague

The language “primary money laundering concem® -- which js undefined in the
statute — is i:npemﬁgsihly vagie, "It is a basic principle of due process that an enactment

is void for vagneness if its prohibitions are not clearly defined." Gravned v. City of
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Rockford, 408 U.S. 104, 108 (1972). A law that cither fails to provide fair waming as to
what conduct i proscribed, or fails adequately to constrain arbitrary enforcement, is
imvalid. Id. at 108-09 (*Vague laws offend several imporiant values. First, because we
assumg that man is free to atesr befween lawful and unlawful conduct, we ingist that laws
give fhe person of ordinary intelligence a reasonable oﬁportunity to know what is
prohibited, so that he may act accordingly. . . . [Second,] laws must provide explicit

' standards for those who apply them. A vague law impermissibly delegates basic policy
matters to policemen, judges, and juries for resolution on an ad hoc and subjective basis,
with the attendant dangers of arbitrary and diseriminatory epplication.”).

The words “primary money laumdering concern" are inherentty subjective. The
statute provides no guidange as to ‘what connection to monsy laundering eonstitutes a
"conc#rﬁ,“ or when that @ncem is "primary.” Thus, Infobank had inadequate warning as
to what actions or omissions would render it subjest to special measures, aud FinCEN is

left unlimited diseeetion in determining when and how to apply special measures.

HL  'The Statute HasNot Been Satisfied

The applicable statute, 31 11.8.C. § 5318A, became effective on Optober 26, 2001.
It does not apply to conduct that accurred before that date. See lmmigration and
Naturalization Serv. v. 8t Cyz, 533 U.8. 289, 316 (2001) (A statute may not be applied
retroactively, however, absent a clear indication from Congress that it infended such a

result.”) The Notice states merely that Infobank engaged in certain conduct "in 2001." -

10
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To the extent that FinCEN r1elies upon conduct that allegedly occurred prior to the
effective date of 31 U.S.C. § 53184, such reliance is improper because {he stafute may
not be applied retroactively. As noted above, Infobank has not been provided with notice
of the evidence against it, and is therefore unablc to determine whether and to what extent
FinCEN does g0 tely.

The Nofice does not distingaish between pre- and post-cffective date conduet.
Any rulemaking that relies on pre-effective date conduct is not "in sccordance with the
law"™ and would be "unlawful” under the Administrative Procedure Act, Sep 5 US.C. §
T06(2A). Therefore, FinCEN cannot procesd on this Notice, which does not identify
which mnduct_m:curl:ed after the effective date of 31 U.S.C. § S318A. At the very least,

FinCEN cannok rely an post-effective date conduct to pronmilgate the proposed rule.

The Notice does not show that FinCEN has complied with the consultation
requirements of 31 U.B.C. § 5318A. The Notice refers to “consoltations with relevant
agencies and depariments® (69 Fed. Reg. 51974, col. 3} in comnection with the
"determinfation] that Infobank is a financia] institution of primary money laundering
concern.” The statute, howsver, tequired that FinCEN consult with the Secretary of State
and the Attomey General before making thet finding. 31 U.S.C. § 5318A(c){1). The
Notice gives no indication that these officials were consulted.

The Notice also refers to consuitation with "staff of the Federal functional

regulators, the Department of Justice, and the Siate Department" (6% Fed. Rep. 51975 n.

11
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9) in connection with the proposed imposition of apecial measure. The stamic, however,
requires, at minimum, consultatton with "the Chainnar of the Board of Governors of the
Federal Reserve System, . . . the Secrstary of State, the Securitics and Exchange
Commission, the Commodity Fututes Trading Commission, the Mational Credit Union
Administration Board” and {in the case of imposition of the special measure propesed
hese) the Attorney General. 31 U.5.C, §§ 5318A0)(4)(A), (BH3). The Netice does not
show any consoitation with officials other than staff of the Departments of State and
Justice and wmamed ofher agencies. Consnitation with staff doses not satisfy the statutory
requirements, Spe Uniited States v. Giodano, 416 U.S. 505, 512-13 (1974).

Iv.  Discusgion Of The Facls

A -- Bag| ungd

Infobank hs operated in the Republic of Belarus since November 1994, It is
registered by the National Bank of the Republic of Belarus as a closed joint stock
company with foreign capital patficipation. Infobank's activities are regulated by the
National Bank of the Republic of Belarus.

Infobank has six shareholdera® The Notice aiates, "The government of Belarus is

a princips! shareholder of the bank's capital® 69 Fed. Reg. 51974, col. 2. The Notice,

! The sharéholders and their percentages qf ownership arer

(Cont'd on following page)

12
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however, is wrong. The governent of Belarus owns none of the bank's shares. (Sge
Exhibit A page 7.)

Infobank's manegement conforms to international standards for comparable
banks. For example, Infobenk is agﬂited by the "Big 4" accounting fimn Deloilte &
Touche. Ipfobank’s management includes representatives of the Libyen Arab Foreign
Bank ("LAFR"), a bank that has$9 billion in assets and is one of Infebank's shareholders.
LAFB has sent professionals to Infobank to assist in the operations and management of
Infobank. LAFB has been recognized by The Bapker (July 2004) as one of the_ *Tap
1000 World Banks” Tn that report, LAFB was shown to have the highest profit nﬁ
capitgl of any bank in-the Middls East. LAFB also received The Banker's "Bank of the
Year" award as best bank in Libya.

Infobark has 376 employees. 1t has branches in Minsk, Gredno, Vitebsk and
Mogilev {all in Belarus).

Infobank engages in typical commetcial banking activities. (Seg 2003 Annual
Report, annoxed as} Its principal activity consists of extending cammercial

credit. This year, it has extended $30 million in short-term loans, and its credit portiolio

(Cont'd from preceding page)

Libyan Arab Foreign Bank (Libya) (35.0%); UE Tekhnekhimtrade {Belarus) (33.1%); J¥
Saturn-Info Ltd. (Belarus) (11.3%); Technologie und Investitosverwaltungs GmbH
(Austia) (9.7%); IV CISC Intersporiproekt (Belarus) (6.6%); IV Delikates, Ltd.
{Betarus) (4.3%).

13
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is its largest single asset. The preat majority of its loans (approximately 78%) are made
to productive enterprises {o.g., indusui_al; trade; and construction companies), Another
17% are made to service providers, such as medical services, The remaining 5% we
made to individoels.

Other activities include issuance and payment of bills of exchange and depositary
certificates, credit cards, precious metals transactions and accounts, foreign exchange,
gervicing export-import activities and maintaining individual accounis. Infobank has
participated in a number of internulional payment zad settlement systems, incloding
SWIFT, BEuropay (MasterCard/Eurocard), Western Union and American Express .
travelers checks.

Iniobank has about 49,000 customers, of which about 39,000 sre individuals. Its
largost bﬂmmer;:ial customers include TV Beleel Litd. (telecommunications), OJSC
Grodpo Xhimvolokno (chemicals), OJSC Makrodor (asphalt), URE Mogilev Automobile
Plant Nemed After Kirov {toad machines), OFSC Betkard {cardan shaftg} and RUE
Grodno Auto Unit Plant (shock absorbers and brake chambers).

Infobank's operations sre limited fo Belarus. It has no operations in Russia and
never has. It is not regulated by the Central Bank of Russia. It had nothing to do with the
Bussian bank of the semg name. That Russian bapk evidently was clpsed in 2001.
Infobank has located, on the pubiic recotd, the identity of the Russian bank's shareholders

(those holding more than 5% of the baok's stock) and of its board of directors as of 2001,

14
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[Exhibit D|hersto.) As the attached chart [Bxhibit E|demonsirates), there was no overiap
between those sharcholders and board einbers and the sharcholders and bosrd members

of Infobank,

C.  Infobank's Efforts To Prevent Money Leundering

Infobank has detailed internal procedures for detecting and preventing money
taundering (English translation annexed as[Exhibit F]. In brief, these procedures require
Infobank to ideniify and obiain information concerning prospective customers; to verify
such information; and o identify, amalyze and (if necessary) report suspicious
transactions. Infobank has a security department consisting of 10 professionals who
implement the procedures. These procedures are routinely followed with respect to alf
customers.

In addition, Infobank complies with all Belarus legal requizernents, Thus,
Infobank regularly sends information to the State Control Committee of the Republic of
Belarua conoerning suspected improprieties.  Additionally, it reports to the Financial
Monitoring Service, a department of the State Control Commiittee, all transaetions of over
US $10,000.

The National Bazk of Belarus bas audited Infobenk's compliance with the laws

congerning money laundering.  Attached as |Exhibit G|is a repori (with English

translation) that conciudes that mfobank (a) has not acted in violation of law and () has

adedquate internal controls.

15
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D. Infobank Stock Holdings

The law of Belarus provides that a bank liks Infobank may own the stock of
another company but limits a bank's ownership fo 10% unleas approval is received from
the National Bank, (See tstter of Borovisov & Salei, dated October 20, 2004, Exhibit H
hereto.) Consistent with Belarus law, Infobank owns stock in the follawing companics
(as certified by Dsloitte & Touche), but not more than 10% of the outstanding stock
(except in one instance noted below, as to which Mational Bank approval was requested |
and ehtained):

-- Belmetallenergo ~- 10% of outstanding stock. [See discussion below]

~ IV Bel-Cel Ltd. {a telecommunications operator) -~ 17% of outstanding steck

-~ System Busingss Management (a business consultant) -- 10% of outstanding
stock

-- IV BME-expott (Construction) -- 10% of outstanding stock

- IV MAZ-MAN (a truck mﬂnufacture-r} - 6.7% of outstanding steck

In May 2004, however, well before FiInCEN published the Notice, Infobank made

a strategic decision to divest all of its non-bank hoidings, so that it may concentrate on its

core banking business, Tt has taken the first steps to do so. (See(Exhibit If exctrpt from

minutes of May 10, 2004 meeting of Infobank's shareholders, agreeing to divest

shareholdings in Belmetalienergo.}

16
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E. Peimstallenerzp

Fin(C’EN based its "finding" against Infobank on misconduct by Beimetalicncrgo,
which, aceording to FinCEN, is Infobank's "subsidiary” and which, zccording to FinCEN,
Tufobank "eontroi[g] and directs]." €9 Fed. Reg. 51976, col. 2.; gee id. 51974, col. 2}
51975, col. 1. Az noted above, that premise is simply wrong. Beimetallenergo is not
Infobank’s subsidiary. As certified by Infobank's auditors, Deloitte & Touchs, Infobank
owns only 10% of the stock of Belmetallenergo. As a miatter of law, that percentage is
too small to establish a parent-subsidiary relationship.

Nor does Infobank conirol or direct Belmetallenergo in any other way. Infobank
and Belmstallenergo heve separate management, Belmetallenergo (which does not have
a Board of Directors) is managed by its Director, Mr. Zhavrid. Mr. Zhavrid is nol an
employse, officer or director of Infobank.

In short, there is no factual basis for attributing Belmetallenerge’s cendugt 10
[ofobank. And, shorn of the allegations about Belmetnllenergo's conduct, the Notice
provides no basis for ection against Infobank. If FisCEN has some other, secret evidence
showing that Infobank controls and directs Belmetallenergo, notwithstanding Infobank's
10% ownership and Belmetallenergo's separate management, FinCEN should discloge
fhat evidence {as requeated above) so that Infobank can address it. Indeed, FinCEN
wonld deny due progess to Infohank JF it promulgates the proposed rule or mkes. other
adverse action against Infobank withous further disclosure of allegations of wrongdoing

by Infobank itsel (as distinet from Belmetallenergo).

17
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Belmetallenergo is a banking custorer of Infobank, Infobank, however, has ne
knowledge of the activities aftributed to Belmetallenergo in the Notice, and the Notice
does not allege facts that support an infeyence of Infobank's knowledge, Infobank has
cumpli%i with its internat pm;:e:duréa for avoidance of money laundening in its dealings

| with Belmetallenergo, and has not knowingly allowed money laundering by
Belmetallenerge, In the absence of knowledge, a bank, whether in the United States or
elsewhers, is not culpable because a customer uses the bank to facilitate the customer’'s
improper dealings.

In amy event, there is no probability of fulme misconduct invelving
Belmetallenergo and I.uflobank, for two reasons. First, as noted above, Infobank has
detenmined to divest its non-banking holdings. It has entered into a contract to sell its
holding in Beimeiallenergo. Becond, in view of FiInCEN's belief in the impropriety of
Belmetallenergo's conduct, Infobank is prepared to terminate its banking relatipaship
with Belmetalienergo.

Infobank has not “specializ]ed] in financial transactions related to anms exports,”
as alleged by FinCEN. As a matter of administrative and constitutional law, FinCEN
camnot rely on something allegedly "widely reported” without disclosing the source (as
toquested above). Infobank is 8 bank, not a trading firm or an impori-export firm,

Infobank has never engaged in the sale of military equipment and weapons.
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F, Accounts at Infobank
The Notice states that Infobank "continues ic maintain funds in accounts

catablished for the Central Bank of Iraq" 69 Fed. Reg. 51974, col. 2. In view of the
short comment period, Infobank respectfully requests the opportunity to supplement ¢his
commeat. This particular allegation remains under investigation, and Infubank is
checking related information, |
Infobank does not have any customers that engage in arms sales. Under Belarus

law, no company may deal in arms unless it has a license to engage in such sales. (See

Exhibit H) Four companies are known te hold such licenses. None of those four

companies has an account uf Infobank.

. ot af P ecial Messure

The pendency of this Natice has already had a severe adverse effect on Tnfobank
and its customers. Imposition of the proposed special measure wauld have a very
detrimental effeet.

Infobank would like very mmch to inform FinCEN in detail conceming the
mamner in which Tnfobank has been adversely affected by the pendency of this
proceeding. Much of the informatipn that Infobank would disclose in this respect,
howsever, is competitively sensitive, Disclosure of this information would iteelf further
Idamuge Infobank's business and assist Infobank’s competitore. Accordingly, Infobank
tespectfully requests an opportunity to supplement these comments with a short

confidential submigsion,
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Infobank ks gble to state on the public record that it is likely that Infobaik will
have ib close some of its branches, with a resultant loss of employment fhr the employees
of those branches.

In addition to the effect of these actions on Infobank and its employses,
Tnfobank's sharcholders and customers have been and will be seriously and adversely
effected. This in turn hes an adverse impact on the economy of Belarus, For example,
Tnfobank's largest shareholder, LAFB, has written a letter in support .of Infobank's

position, Sge|Exhibit 1| As a further sxample, the closing of credit lings may prevent

Infobank's customers from obtaining the funds they need for trade operatiens and for the
‘modemization of their facilities in Belarus, or may force them to obtain credit at higher
rates.

V.  The Fiading That Infobank Is Of "Pritary
Money Laundering Concem® Is Brrongous

FinCEN has already found thai mnfobank is a financial institution of "primary

- monmey laundering concern” That finding, however, was made withont notice to
Infobank or an opportusity to be heard, and thus, in violation of Infobenk’s right to due
process. See, e.8., Cleveland Bd, of Educ. v. Loudennill, 470 U.S. 532, 542 (1985) {"Aﬁ
essential principle of due process is that a deprivation of life, liberty, or property be
preceded by notice and opportunity for hearing appropriste to the natnee of the case.")
(inteinal quotations omitted). The statute authorizing such an ex parte finding is

nnconstitutional wnder the Due Process Clause. FinCEN's finding canmot stand.

20


https://www.fincen.gov/statutes_regs/frn/comment_letters/old_comment_files/infobankexhibiti.pdf

CHADBOURNE
& PARKELLP

Under the rule of avoidance, the statute should he construed to avoid its
unconstitationality. See, e.g., Almendarez-Torres v. United States, 523 U.S. 224, 237-38
(1998) {"A statutz must be construed, if fairly possible, so a3 to avoid mot only the
conclusion that it is voconstitulional, but .alsu grave doubts upon that score."), quoting
United States v. Jin Fusy Moy, 241 U.S, 394, 401 (1916). Thus, the statate, 31 US.C. §
5318A, shonld be construed fo allow FinCEN 1o reopen and reexamine whether Infobank
is a bank of primary meney laundering concemn. Infobank hereby specifically requests
such a reopening and reexamination.

FinCEN's finding is based on ¢rroneous information and is incorrect. In making .
this finding, FinCEN did not give appropriate weight to the statutory faclors. |

Seation $318A()(2)(BYi) requires FinCEN to analyze “the extent to which sach
financial institutions . , . are veed to facilitute or promote money laundering . . . " The
statute speaks in the present tense; it says "ars used," not "have been" or "has been" used.
There is no evidence that Infobank is being used by Belmetellenergo or any ofher
customer to facilitate or promote money lavndering, FinCEN's allegations are historical
and relate only 1o 3 single customer. These are insufficient to warrant the drastic finding
made by FinCEN. As noted above, there is no evidence that this matter involves
anything other than a single customer lanndering funds through a bank that did not have
the requisite knowledge about itz customer's activities. Further, as discussed below,
Infobank will take steps to avoid any fuftire money laundering through Infobank by any

clicnt.
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Nor did FinCEN give approprinte weight to the factor set forth at 31 US.C. §
5318A()ZKBXiE): "the extent to which such institwtion] , . . [is] used for legitimate
business purposes it the jurisdietion. FinCEN acknowledged the likelihood that
Infohank "enghges in some legitimate activity" (69 Fed. Rep. 51973, col 2) but
concluded that "there ig little information about ite legitimate activities available o the
public.” These comments demonstrate that Infobank engages in a very substartial
amount of legitimate business, which would be seriously jeopardized by the proposed
le, with damaging ripple effects on customers, employees and the economy of Belarus.

Finally, FinCEN did not give appropriste weight to the third factor, which
requires FInCEN fo consider the extent o which FinCEN's action is sufficient to insure -
that the purposes of the statute continue te be fulfifled and to guard againat international
money lauadering and other financial crimes, 31 U.8.C. § 5318A(cX2)(B)(it). Infobank
below proposes several measures which wifl be sufficient to ¢nsure and guard against
these matters, Infobank requests the opportunity to discuss these with FinCEN,

VI he P d Speci hould Not Be

Even if the finding that Infobank is of "primary money iaunderiag concetn” were
cortect, the proposed special measure should not bs imposed, for many reasons:

The proposed special measure is unnecessary, Infobank is seeking to grow, and

fo afiract mew investors. Tt has every incentive to continue to operate properly.
Moteover, to the extent that FinCEN believes that the alleged nﬁsﬁm&u&t of

Belmetallenergo can be impuied to Infobank becanse of Infobank's stockholdings or
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because of Belmetaflenergo's accounis at Infobank, such imputation will no longer be
possible because f.;f Infobank's pianmed divestiture of ita interest and planned closing of
the accounts.

The propossd special measure will have a "significant adverse sysiemic impact .,.
on legifitoate business activities involving the particular jurisdiction [Belarus), {and]
ingtitution [Infobank] .. . . 31 US.C. § 5318BA@)@(B)(iif). It will have an undue effect
on Infébank’s business, which consiste of legitimate activities. Bwven if the inaccurate
staterents of fact that underlie FinCEN's finding were to be credited, it cannot be
disputed that Tnfobank provides many perfectly legitimate and routing banking services
for its 40,000 customers. lis gbility to confinue to service those customers would be
jeopardized b}r- the imposition of the proposed special measure, and many customers
would be disadvantaged by, for example, their inability to obtain eredit from Infobank.

In the Notice, FinCEN contends that the statutory facter set ont in 31 U.8.C. §
5318 A(a)(d)B)(i) -- whether similar action has been ot is being taken by other nations or
multilateral groups — suppotts imposition of the proposed special measure, because other
countrics have not acted against Infobank {except, FinCEN contends, for Russia, which,
as discussed ghove, has in fact acted not against this Infobank but against a different one).
This factor, however, could be used to support FInCEN’s conclusion regardless of the
facts: If the entire world community had imposed sanctions upon a bank, FinCEN could

contend that the wnanimity of opinien Bemonstrates the correctness of its conclusion.
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This factor can be retled npon Tegardless of the facts. Such 2 factor provides no guidance
and must be distegarited.

In connecfion with imposition of special measures, FinCEN is also sequired to
consider the effoct of the proposed action on United States national security and foreign
policy. 31 11.8,C. § 5318A(a)#)(B)(iv). Here, the proposed special measure would have
no effect. The alleged conduct that the special measure is designed to remedy took place
in 2001. The allegations concern Infobank's relationship with only one customer -- and
Infobank is prepared to lerminate its reiations with that customer.

Even accepting as trus FinCEN's erroneous allegations, Infobank's continuing
conduct poses no threat to United States national security. Nevertheloss, Infobark has
offered to strengthen its procedires o guard against for money laundering, (See below.)
Such enhanced procedures will be sufficient to alleviate any concems FinCEN may have.
VIL. Proposed Alt i ures

| For the foregoing reasons, Infobank resp_actfu]ly wrges FinCEN to adopt measures
short of 4 prohibition on the opening and maittaining of correspondent accounts, or to
postpons this proposed rule pending further remedial action by Infobagk. In addition to
the proposal set forth above regarding the termination of Infobank's relationship with
Belmetallenergo, Infobank proposes to work with FinCEN to enhance Infobank's money

laundering safepnards. Specifically, Infobank proposes as follows:
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1. A member of Infobank's security department will be designated as a
compliance officer, responsible for enforcement of money laundering procedures and

Jaws.

2. That compliance officer will promptly receive training in a program to be

designated by FinCEN.

3 The rest of the security department personnel will algo receive training, the

details of which can be discussed.

4. Existing internal procedures will be enhanced pursnant to discussions with
FinCEN. Such discussions shall include, as appropriate, ways fo obtain additional
customer information and to edopt and implement the other "best practices” regarding

anti-money lavhdering.

5. Tnfobhank's money laundering procedures will be andited periodically by 2

person or firm 4o be agreed upen with FinCEN.

Conciusion
For the foregoing reasons, the proposed rule should not be promulgated.
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fits. Alexandu [, Qatnolovidky states:
1. I am the Citherdl Mamsget of €losed Joiit Stiok Comueraisl Bark

"Irfohank? {"Infobank”). I aubendt thia deelivation in support of Infobank's Commedt in
ragponse to the Motice of Proposed Wulemeldng ("Notice™) isaued by the Fimancial
Crivzes Bpforoeniemt Metwork (“FinCEN), dated August 18, 2004,

3. Tnfobank bes operated in the Republic of Belarus since Novembiar 1994,
Tt fs registered By the Natiounl Batk of thie Republic of Belarus as  closed joint stock
oomipary with Toreign capitsl purticipation. Infobunk's sotivities me regulsted by the
‘Naticnal Bmkoftﬁa Republic of Belanis,

3. Infisbauk ha §ix shaveholdere Thé government of Belarua awa nond aof
thebank's shayes, Infobank ix ssaking to grow, and 1o attrabl new investors,

I3

""The sharchobdars and their percemtages of oynership are:

Libyan Araly Porelgn Benk {Libya) (45.0%); UB Tekhnokiimirndo (Belarus) (33.1%); IV Sstsin-Info Lid.
{Belarys) (1.39); Tochnelogie wng Investitlopvsrvelungs GmbE (Avetria) (9, T4y IV CISC
Intersportprocky (Belarugd (6.6%4); 3¥ Delikutes, Ltd, (Belarus) {4.2946).

ay



4  Infobank's wmanagemenmt conforms ip interoafionst standaeds for
compeftble banks, For example, Infohamk-is audited by the “Rig 4" acconsting firm
Dsloite: & Tauch, $o the Comument js-the financial statements of Infobark.
forthie year ended Deceniber 31,2003 Infubanles management mphsdos vepresentativos
of thie Libyan Avsb Forsign. Bank {'LAFB"), a bank thor has $9 biltion i dkkets.and ds
“onz of Infobanks shareholders. LAFD bes setitprofessionals to Infoburik to agdlat in the
opeeations dnd mmnsgemint of Tosbatk. LAFB i boen recognized by The Bankes
(uly,2004) & Gire of the “Top 1000 Wottd Barkes” 1o that repost, LAFB-way shiowea 10
~heve the higheet piofit on cepital of any bank fa the Midtils East. ILﬁ:FB alair reoeivad
ThaBigaker's "Btk of the Yent™ sward ds beat bank in Liby.

5, Infobank has 376 ompliyses. 1t has branches in Minsk, Grodne, Vilebak
and Mogilew (aif in Bifarus). |

6. Tofobank enigages. in typical conmmeroiil hanking sctiviries. (Bxhibit Cjto
#ie- Conoment s Fifobank's 2003 svmual ropoct) 18 priscipsl aefivity consists of
extonding commercial eredit. "This yzax, it has extended $3¢ million in short-term Joats,
‘and its credit ponifolio. s its largest single asset. The gueat majority of ita losba
(apprslmately T8%) are made th produstive enttmuisea (g, Industrial; wnde; end
cobtrition competies), Another 17% are made to service providerd, such, a5 medioal

Bervices, The temainirig 5% ane maile o individusls,

7. Otlter activitice include {ssuance and payient of bills of exchange and
depogitary ieertificabsg, credit cards, precittis metals idngeotinns and ecounts, forvign
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exohange, servicing exportimport setivities and mainieining tadividwl seenits,
tnfohank hag partivipatsd in a nurober of intemationsl payment sad setilement systums,
including ‘SWIFT, Birgpay (MasterCard/Byrooard), 'Westem Unlon apd Amedesn
- Baprantravelas cheeks,

g Iﬁfﬁhank s abmrr 40000 cumomes, of ﬁrhiuh MM iy
indipjdsiale: Yo lergest commmiel] cumtomere  inelode IV Bakedl Tad.
(stecommtmumiodats), OISC Gtodio Kimwolokto (ghemioals), QISE Mekwodor
(ssphel), UIRE Majiles Aummnbﬂ@ Plast Numedl After Foitov (road machiined, OISC

_Bﬂm{mﬁm shaﬁu}uns! Ruﬂﬁrmamummm (ahingk absorbers and brilké
E-ﬁ'_mmhw

L 9 Infnbanic’s npqmiimx vy Hrsited. 4o Belarus. 1t haa no opesetions, in
'Rusm and tiover has, Tt {2 ot regalaied by the Contral Banlk of Raasfa. 3 bad nothing &
. mmthamﬂlmﬁm of the sie nams, Infobank never had branehes.in Riseia, snd.
nﬂne ufm‘bmﬁmiﬁnmchsadwﬂm@uuﬂﬁmknfmaiambymnﬂm

“mithoriy.. [ B Gt B 16 e @nmmm furty e idantity of Jriféarikls
' dmhoﬂmauﬁﬁmﬂnmﬁwm fig oF 24311, ared the location of tis brancliss In 2061,

Yo, T b Jstéiled thtea) provadurey for detecting and proventing:
ey smdering (Poglish translusion anexed se|Exhibit R joo the Comwent). In brief,
these procedires: tequira nfubank %o ideotify wnd obtalh ‘infotrnation copoerning
prospeclive custiniers; to vetdy buch information; snd tu::idm&fy,_ analyze and GF
eckasary) teport aEgicinus traisusans, Tnfobanh has & seburity depurtmest consisting
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of ten .prqfeasiﬁﬂai_ﬂ whi itaplewent (e procedurss. These procedures ate routinely

foltnwed with respest to afl cusfomers.

_ 11.  Inagdition, Infobegk complies with.all Belarus Legsal requirements. Thua,
Infobank reguﬁrky sm:'i;: informsfign o the State Contof Cammittee of the Republie of
Belonus oticering stpected impropristies.  Adifitionally, it ceports o the Finangisl
Moniloyiny Servlde, 3 deparement of thie State Conrod Committee, all transactions of over

U8 $10,000.

_ 13, “The National Band of Belarus bas wudited Infobank's compliance with fhe
Jaws coticarning money laundering. Atached a8[Exhibit Glto ihe Comment is a veport -
(wilh Bagitsh tranistation fiat otmcluden that fnfobank (a} bas not acted in viofation of

lasw arid (b} s adecjuate insertil Gontrols,

13, The loww ol Blatus provides that a baak Lie Tifobank may ows s stk

_ oF ditoltic E_r:imimﬁy kit 1imtitz 5 hank’ o woership to [ % unless approved ig rereived
froni the National Back. Consistemt with Belams law, Iifobank pwos stock in fhe
FoNldwirig sompyiniss, bot not viete fhan 10%. of the outstanding stock {exeept i ol
 inegance witid plove, 8t whichr Mot Bonke approvl was requected and ohpained):

' Belmetaltanergo - 10% of Gutstanding stotk,
« IV'Bel-Cel Lid. {4 telecomuminictions bperator) - 17% of outstgnding stock
8 y§tém Bymness M enagement (8 business consubtant) -- L 0% o £ guistadding
-shock .. -

- _ma'ﬁipdrt (construction) -~ 10% of nwstanding stock
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a IV MAZ-MAN G tuck ranufacturer) — 6.7% of outatznding stock
14 In May 2004, Infobank made & stratogio decision to clivest all of its nom-
ank holdings, so thet it may sdncetals ol Tta ¢ore banking business, 1t bias taken the
firet “itepn fo do so. Tafobonk ke entesed fato a oontract 4o sell ik Hokling i
Bolmetallenergo. (Exbibit I to fie Coyiont is an excerpt feom the minutes of the May
10, 2004 - peeling of Tnfobark's Ehardinlders, agreeing to ditvet. sharebotdings in
Belmetallenitgo.)

15,  Brimstsllenergods not Infobenic's subsidiaty, Tafsbank owne siily 10% of
i stocde of: Behviotsliedacgs. Not doss Infolank sputrol or direct Behaotallenergo in
any other .way. Infobaidk anid Belmotollenergn  have sepatats fhairagemont.
Eetmetallenergo {wlich dont nbt Kave » Board of Directors) 18 menaged by its Divector,
%z, Phavrid. My, Zhiavrid 18 not m emmployae, officer or director of nfobatik:

5. Belnetallenermo Is.a banking sustomer of Infobenk, Infobank, however,
st o kriowlodgn of the activities attrituted to-Belwatallensego in the Notice. Infubatk
s coplic vith s el piodediwes for avokdans of money levndeting 4 i
deatings with Balmetaljenargo,

17.  In view of FinCEN's belief it the impropriety of Belmetallenergt's:
vandust, Trfchank is prapared to-terminabe. its banking reationship with Belmetailancege.

18, Infobiunk has not “speclalizfed] i finencisl traneactions related to artus
expuitts,” a3 alleged by FinCEN. Infofiank o & bank, not & trading fiom ar an import-

N7




export fiem. Infobiank hag never engaged in the aale of millitary equipiment and wespons.
Infabank haz niot knowiagly allowed mansy lnndeting by Bohmietaltenargo in-the past.

19.  Infobank doss nob have dny costorery that engage in armas salos. Under
Belatuis law, 19 company may deal In arms tnless it s & Heenss to engags in such saloi,
Fout coipaniés are kown to hold suoh ficenses, MNoro of thoss four-cormpénies ks &

secountiit Infobank.

20,  The Nolice states that Infobank "sonticnies to maintain fimds o aecotnts
pelblished for the Cgitral Burk. of frag” ‘This particulos allegation remging under
investigation, and Tnfobupkis checking related information,

21, I FinCEN adopte the proposed special measuss, it is likely dat Infobank
will hivs 10 cloge soras of dts branches, withi a resultant oss of employment for e
aimpioyees of those braaches,

22, 'In widtition to-fhe effect.of fiese actios ou nfebank and ifs antployess,
lisfbiinke's -sharekioldefs snd §ustomia have bost and will be sefiowsty and adversly
affécted, This in fhural has % ssverss izopact ou tie- egonomy of Belatus. For exsngle;
Infobankes laigeat sharoheldet; LAFB, hea writtén » lotter in sopport of Infobapldh

-positjen, Seo Bxhibit Tto the Cooest. Az » funiberexaniple, the olosing of éredit lines
iting prévent Tufobenk's customers from obigining the fonds they need for tradp
opemmtions snd for the modaniization of their facilities In Beluits, ot may force them to

ahfain credit-ar higher ratsz.




28, Infobaik podcsses many documgnts that canmet be fade pubtic,
‘Tofobink sl podessses Sertatn itier information and docuinguis that-are relavnt to e
prviposed rulemakdrig, the disclosure of which would bs demaging to Infofiutikés bsiness,

1 stato woder psmﬂt;r af pejiary wnder the laws of the United Staies of America thet, the
forepgding iy true and carrect:

Exeeiited] on Ovtober 29, 2004
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